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PREFACE:
RECLAIMING PRIVACY IN THE REMOTE
WORK REVOLUTION

In 2025, the financial services industry will have seen a significant shift
towards remote work, fundamentally altering workplace dynamics. This
new environment has resulted in a more blurred line between personal and
professional life for many employees. As these professionals handle critical
projects with tight deadlines, they often find themselves under extensive
monitoring. Advanced algorithms are employed to track keystrokes,
identify periods of inactivity, and assess focus levels through Al-equipped
webcams, frequently sharing this data with human resources and other
departments. Moreover, the surveillance extends beyond working hours,
with tools such as GPS tracking monitoring personal activities. This trend
highlights the increasing prevalence of surveillance in modern workplaces.
However, it is essential to recognize that this situation does not have to
represent the norm for the future of work.

There's a growing movement advocating for a reevaluation of workplace
monitoring practices, emphasizing the need for employee voices to play a
pivotal role in shaping these policies. This perspective is rooted in a
significant doctoral study conducted in February 2024, which explores how
remote workers in finance perceive the effects of monitoring on their
privacy. The findings signal a pressing need for change, emphasizing the
importance of creating remote work environments that prioritize employee-
centric norms where privacy serves as the foundation for restoring balance
and fostering innovation.

The study drew insights from 50 remote professionals and highlighted a
willingness to accept certain forms of monitoring—such as work-related
chat logs—with an approval rate ranging from 80% to 100%. In contrast,
when surveillance becomes more intrusive, like recording footage from
home or monitoring biometric data, acceptance significantly drops, often
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falling between 20% and 40%. This stark difference highlights how
excessive tracking can lead to power imbalances, forced compliance, and
burnout, ultimately costing businesses significantly in terms of lost talent
and innovation.

A critical lens for understanding these dynamics is Helen Nissenbaum's
Theory of Contextual Integrity (CI), which frames privacy within the
context of who collects data, when, why, and for whom. For instance, when
emails are scanned for compliance purposes during working hours and
shared only with direct supervisors, a majority of employees (80%-85%)
find it acceptable, as it aligns with work responsibilities. However, metrics
derived from Al webcams for monitoring engagement outside of direct
work contexts suffer from much lower approval rates (25%-30%), as they
compromise the boundaries of personal spaces. The current landscape of
remote work emphasizes the need for humane technology that safeguards
individual privacy and well-being. As of 2025, 23% of U.S. employees—
equivalent to over 36 million individuals—work remotely at least part-time,
with a significant presence in the finance industry'. Amid this shift, the
deployment of Al surveillance tools has surged, with 91% of businesses
implementing them to enhance operational efficiency?.

Unfortunately, this has contributed to a growing sense of suffocation among
workers, with 68% expressing discomfort over extensive monitoring
practices that can include intrusive tracking methods and the collection of
biometric data. These practices have been found to erode trust, reduce
productivity by 20%, and lead to increased turnover rates. The public's
concerns about Al in the workplace are underscored by research from Pew,
revealing that many Americans feel more anxious than enthusiastic about
the integration of AL, primarily due to fears surrounding job loss and privacy
infringement’. Existing legal frameworks, such as the outdated 1986

(2025, April 23). 14 Remote Work Statistics. Backlinko. Retrieved August 27,
2025, from https://backlinko.com/about-backlinko

2 Agbai, C. (2025, August 15). Al in the Workplace Statistics 2025: Adoption,
Impact, and Outlook For the Future. Azumo. Retrieved August 27, 2025, from
https://azumo.com/artificial-intelligence/ai-insights/ai-in-workplace-statistics

3 Lin, L., & Parker, K. (2025, February 25). U.S. Workers Are More Worried Than
Hopeful About Future Al Use in the Workplace. Retrieved August 27, 2025, from
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Electronic Communications Privacy Act, offer limited protections against
current Al surveillance practices, highlighting a substantial gap in
regulation®. In finance, where even minor errors can result in substantial
financial losses, employees should be seen as trusted allies. However,
aggressive surveillance practices can turn these vital allies into adversaries,
necessitating a thoughtful approach to monitoring that respects employee
privacy and fosters a collaborative work environment.

This book presents a compelling perspective on the current crisis in
workplace monitoring and privacy, positioning it as an opportunity for
organizations to enhance their practices significantly. Companies are
encouraged to move away from invasive surveillance methods, such as
using webcam scans that often yield low approval ratings, and instead focus
on essential monitoring during core work hours. This shift can lead to a
considerable increase in employee approval ratings—from 20% to as high
as 80% —while reducing legal risks and attracting top talent. Notably, 73%
of professionals now prefer working for employers who prioritize privacy,
which can help halve employee turnover and improve overall productivity
(Express VPN, 2025). The narrative illustrates the potential benefits of
compliance measures that respect privacy, such as a compliance expert
developing an innovative algorithm for fraud detection. Additionally, an
advisor who doesn't rely on health data to build client relationships can
enhance trust and loyalty. In the context of Al-driven workplaces,
prioritizing ethical considerations can lead to competitive advantages,
fostering innovation and profitability.

The book comprises seven chapters that blend engaging anecdotes, relevant
data, and practical strategies. It begins with real-world examples of
employee discomfort related to excessive monitoring, illustrating a clear
preference for balanced oversight. Workers report higher satisfaction when
they feel their privacy is respected, and the data indicates a significant gap

https://www.pewresearch.org/social-trends/2025/02/25/u-s-workers-are-more-
worried-than-hopeful-about-future-ai-use-in-the-workplace/

4 Pozza, D. C., Stewart, J., & Scott, K. E. (2025, January 9). 10 Key Privacy
Developments and Trends to Watch in 2025. Retrieved August 27, 2025, from
https://www.wiley.law/alert-10-Key-Privacy-Developments-and-Trends-to-Watch-
in-2025
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in how monitoring practices are perceived—80-100% approval for
reasonable measures versus only 20-40% for intrusive oversight®.
Moreover, the book addresses the legal challenges posed by outdated
regulations that fail to take into account modern technology. It proposes
proactive solutions, such as a new Workplace Al Privacy Act, which would
prevent companies from accessing sensitive personal data®. The author
advocates for a constructive approach by recommending that companies
limit data collection to what is necessary for specific tasks and restrict
access to sensitive information. Such changes can result in up to a 20%
increase in employee engagement as trust in the organization grows’.

Looking ahead, the book anticipates a transformation in the ways
policymakers, employees, and businesses interact, emphasizing a balance
between technological innovation and individual privacy rights. The
narrative aims to inspire a vision of workplaces as sanctuaries of focus and
productivity that respect employees' autonomy. By sharing insightful
statistics—Ilike the 68% distrust rate associated with current practices and
the 73% of professionals who prioritize privacy—the book becomes a vital
resource for anyone invested in reshaping the future of work. It serves as a
definitive guide on reclaiming privacy, understanding its declining trend,
and leveraging this revolution to redefine success in work environments
where trust and human connection flourish alongside technological
advancements.

3 Lazzarotti, J. J., & Silver, D. W. (2025, January 29). Happy Privacy Day: Emerging
Issues in Privacy, Cybersecurity, and Al in the Workplace. Of Jackson Lewis P.C. -
Workplace Privacy, Data Management & Security Report, Volume XV, Number 239.
https://natlawreview.com/article/happy-privacy-day-emerging-issues-privacy-
cybersecurity-and-ai-workplace

¢ See ibid 5 above

7 Furr, A. (n.d.). Embracing the AI-Driven Workforce: 5 Trends Shaping the
Workforce in 2025. Visier. Retrieved August 27, 2025, from
https://www.visier.com/blog/workforce-ai-trends/






CHAPTER ONE

INTRODUCTION:
NAVIGATING PRIVACY IN THE AGE
OF REMOTE WORK

The Remote Work Revolution and Privacy’s New Frontier

The advent of remote work, accelerated by the global COVID-19 pandemic
and sustained by advancements in information and communication
technologies (ICT), has fundamentally reshaped the modern workplace.
Nowhere is this transformation more pronounced than in the financial
services industry, where precision, confidentiality, and efficiency are
paramount. Yet, as employees trade office cubicles for home desks, a new
challenge emerges: the erosion of privacy under the gaze of increasingly
sophisticated monitoring tools. From keystroke logging to Al-driven
attentiveness tracking, employers wield unprecedented power to surveil
remote workers, blurring the once-distinct boundaries between professional
and personal spheres.

At the heart of this book lies a key inquiry derived from the author's doctoral
thesis: How do remote employees in the financial services industry
perceive the impact of workplace monitoring on their personal
privacy? This question serves as the foundational lens through which the
book reexamines the evolving dynamics of remote work, framing its central
theme as a call to rethink workplace privacy—not in isolation, but as
inextricably linked to power imbalances and productivity imperatives in a
post-pandemic era. By centering employee perceptions—gleaned from a
qualitative study of 50 remote finance workers—the book argues that true
innovation in remote work requires balancing organizational surveillance
needs with individual rights. It employs Helen Nissenbaum's Theory of
Contextual Integrity (CI) as a dynamic framework to foster trust, equity, and
sustainable performance. This theme emerges from the book's exploration
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of the transformative impact of remote work, particularly in the financial
sector, where data-driven precision collides with heightened surveillance.
The doctoral research reveals a stark perceptual divide: monitoring that
aligns with contextual norms (e.g., tracking work chats during business
hours for compliance) garners 80-100% acceptability, signaling employee
tolerance for oversight that respects professional boundaries. In contrast,
invasive practices, such as Al-driven eye dilation tracking or home
workspace videos, see acceptability plummet to 20-40%, evoking feelings
of violation and control—reflected in participant sentiments such as "I don't
want my home life on display" or "After hours is my time." These insights
highlight how monitoring disrupts privacy, exacerbates power asymmetries
(e.g., coerced consent under job pressures), and erodes productivity by
eroding morale and trust, with 68% of remote workers feeling "controlled"
and facing higher turnover risks in a talent-competitive field.

The book proposes that rethinking privacy means viewing it through the
parameters of Cl—context (purpose), data attributes (types), actors
(recipients), and transmission principles (constraints)—to diagnose
breaches and prescribe norm-aligned solutions. For instance, in the high-
stakes environment of finance, where regulatory compliance and cyber
threats are prevalent (e.g., the Equifax breach's $1.4 billion fallout), CI helps
bridge legal gaps in frameworks such as the ECPA or GDPR, advocating
for output-focused metrics rather than pervasive tracking. This reframes
power from top-down control to collaborative governance, where employee
input shapes policies, reducing "panopticon effects" that stifle creativity and
boosting engagement for better outcomes.

Productivity, the third pillar, is repositioned as enhanced—not hindered—
by privacy-respecting practices. The study's consensus on the role of context
highlights opportunities for norm-aligned monitoring (e.g., supervisor-only
access to IP tracking data) that fosters a 73% advantage in attracting talent,
while invasive tools exacerbate burnout and inefficiency. Ultimately, the
book envisions a humane remote workplace where privacy empowers rather
than erodes, power is shared through transparency, and productivity thrives
on trust. By operationalizing CI—through vignettes such as attentiveness
tracking (30% acceptable) versus distraction logs (85% acceptable)—it
offers actionable pathways for employers, policymakers, and employees to
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navigate the double-edged sword of surveillance, turning the doctoral
inquiry into a blueprint for ethical and resilient work in this age.

The urgency of this inquiry cannot be overstated. Remote work, once a
niche arrangement, now defines the labor landscape. A 2025 Gallup report
indicates that 51% of employees are hybrid, emphasizing the permanence
of this shift and its implications for work-life balance and privacy.
Concurrently, the rise of artificial intelligence (Al) has supercharged
monitoring capabilities, enabling employers to collect granular data—
biometric markers, geolocation, even ambient home sounds—with little
legal restraint in the U.S., where workplace privacy protections lag®.
However, this convergence also presents an opportunity for positive change.
It raises profound ethical, legal, and practical questions that, if addressed
effectively, can lead to a more balanced and respectful work environment.
How far can monitoring extend before it undermines employee autonomy,
well-being, and trust? What frameworks can balance organizational goals
with individual rights? Moreover, how can businesses thrive in this new
reality without alienating their workforce?

The Heart of the Economy: The Financial Sector

The financial services industry is often described as the engine of a country's
economy, characterized by its competitiveness and pivotal role in providing
services to individuals and corporations. Financial institutions heavily rely
on data management, encompassing customer financial details and employee
personal information, to tailor services, protect intellectual property, and
enhance operational efficiency®. This sector is crucial for enabling financial
transactions, fostering innovation, managing risk, and ensuring overall
economic stability. The rise of remote work, accelerated by the global health
crisis, has significantly altered the operational landscape for financial
institutions, blurring the boundaries between personal and professional life
as the digital workspace extends into employees' homes. This transition has
underscored the expanded role of data in financial services, encompassing

8 Finkin, M. W. (2017). Privacy in employment law. Bureau of National Affairs.
9 Herring, R. J., & Santomero, A. M. (1995). The role of the financial sector in
economic performance (pp. 95-08). Wharton School, University of Pennsylvania.
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product development, customer data analysis, and risk management. Banks
now utilize data to offer personalized financial products such as loans,
investment options, and insurance plans tailored to individual customer
needs. Additionally, employee data is collected and analyzed to protect
proprietary information, mitigate fraud, and ensure compliance with
regulatory requirements'®, The industry's commitment to data security
should be unwavering, ensuring that the willingness of employees to share
personal data hinges on trust that it will be handled appropriately and
securely.

The financial services industry's growing dependence on technology and
data has fundamentally transformed its operations, necessitating the
development of robust data governance frameworks and compliance
protocols. The shift towards computer and data-driven financial systems is
evident in the rapid expansion of the financial technology sector. This
sector, which includes innovative technologies such as blockchain, Al,
Biometrics, and machine learning, requires financial institutions to adapt
their business models, computer systems, and distribution networks to
address emerging challenges such as cybersecurity threats, privacy woes,
regulatory changes, and the need for continuous innovation''. Integrating
artificial intelligence into existing systems and processes within financial
institutions presents significant hurdles, including managing third-party
vendors, addressing data ownership and privacy issues, defining ownership
rights, controlling costs, and ensuring cybersecurity'2.

In the modern era of globalization, technology-enabled systems are
increasingly utilized in decision-making processes. However, it is important
to note that these systems are not standalone entities. They require the
critical role of human resources in interpreting and applying the insights
derived from them. Stringent regulations and heightened competition have
driven banks to adopt innovative technologies to gain a competitive
advantage. The financial sector's digital transformation has been fueled by

10 Tbid

! Truby, J., Brown, R., & Dahdal, A. (2020). Banking on Al: mandating a proactive
approach to Al regulation in the financial sector. Law and Financial Markets
Review, 14(2), 110-120.

12 Ibid
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key drivers such as big data and business analytics, virtual and augmented
reality, blockchain, biometrics, and artificial intelligence'®>. To fully
embrace digital enterprise transformation, financial services firms must
move towards a compliant, secure, and digitally enabled operating model
that reshapes the experiences of customers, employees, partners, and other
stakeholders. As financial institutions navigate this intricate landscape, they
must balance leveraging data for innovation and competitiveness, protecting
sensitive information, and adhering to evolving regulatory mandates. The
sector's reliance on data makes it a prime target for cyberattacks and internal
fraud, driving institutions to implement increasingly sophisticated
workplace monitoring tools'*.

Financial institutions proactively adopt voice biometrics to enhance security
and streamline interactions, while behavioral biometrics analyzes behavior
patterns rather than relying solely on physiological characteristics like
fingerprints. The use of data in the financial sector extends beyond
customer-facing applications to internal processes, such as risk management
and fraud detection. However, this reliance on data also introduces
challenges related to data security, privacy, and regulatory compliance,
which must be carefully managed to maintain customer trust and avoid
potential legal and reputational risks. Financial institutions should take
proactive steps to implement data security measures, ensuring regulatory
compliance and building customer trust. The shift to remote work,
accelerated by global events in the early 2020s, blurred the lines between
personal and professional life, integrating digital workspaces into
employees' homes.

As technology advances, so does the need for increased oversight, leading
to the rapid rise of workplace monitoring. In the financial services sector,
data reigns supreme. Every piece of data is a cog in the vast machinery that
drives financial institutions, from transaction records to customer profiles,
from market analysis to risk management. However, the introduction of

13 Ryzhkova, M., Soboleva, E., Sazonova, A., & Chikov, M. (2020, January 1).
Consumers’ Perception of Artificial Intelligence in Banking Sector. SHS Web of
Conferences. EDP Sciences. Retrieved January 2025, from
https://doi.org/10.1051/shsconf/20208001019

14 Herring & Santomero, 1above.
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remote work has changed the landscape dramatically. This transition
brought the digital workspace into the sanctity of employees' homes,
merging personal and professional life in previously unforeseen ways. Trust
is a key factor in data sharing; employees' willingness to share personal data
is based on trust that it will be used appropriately and securely. However,
this reliance on data has made the sector a prime target for cyberattacks and
internal fraud, driving institutions to adopt increasingly sophisticated
workplace monitoring tools. Financial institutions operate in a high-stakes
environment where data breaches can result in catastrophic losses
(Weisbaum, 2018). For example, the 2017 Equifax breach exposed the
personal data of 147 million consumers, costing the company over $1.4
billion in settlements. Organizations have adopted sophisticated monitoring
tools to mitigate these risks, tracking everything from employee emails to
biometric data.

Recent data shows that 70-73% of large companies monitor online activity,
a decrease from 78% in previous AMA surveys, with the finance sector
leading at around 80% (Statista, 2025; Express VPN, 2025). For example,
in 2021, JPMorgan Chase implemented Al-driven surveillance software to
monitor employees' emails, chats, and Zoom calls. The system flags
keywords like "confidential" or "off the record" to prevent leaks of sensitive
client information. While effective in maintaining data security, this level
of monitoring can lead to employees feeling constantly scrutinized,
potentially impacting their morale and psychological well-being. This has
led to debates about the balance between data security and employee
privacy."

Organizations have embraced workplace surveillance to enhance security
and compliance; however, many employees perceive it as an intrusive
encroachment into their personal lives, blurring the boundaries between
work and home'é. This book explores the profound implications of
workplace monitoring on employee privacy, a topic of escalating

15 Alexander, R. (2023). JP Morgan employees describe growing 'paranoia’ as the
company tracks their office attendance, calls, calendars, and more — with one
worker even installing a 'mouse jiggler' to evade 'Big Brother'. Business insider.

16 Rosenblat, A., Kneese, T., & Boyd, D. (2014). Workplace surveillance. Open
Society Foundations' Future of Work Commissioned Research Papers.
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significance in our digital era. It advocates for a balanced approach to
workplace surveillance that respects employee privacy while addressing
security and compliance concerns. Proponents of monitoring assert that it
amplifies employee productivity, mitigates theft-related risks and
operational inefficiencies, fosters a safer work environment, and aligns with
organizational objectives. However, some employers’ methods extend
beyond performance evaluation, encompassing disciplinary measures to
shape employee behavior to match corporate expectations, such as dress
code adherence, drug testing, and scrutiny of interpersonal interactions'”.
Employers increasingly utilize organizational wellness programs to track
their employees' physical health and well-being!'®.

Modern surveillance techniques often operate without employees'
knowledge, creating an environment where monitoring feels pervasive and
often unavoidable'®. These approaches extend to collecting and analyzing
unconventional data types about employees, enabling the quantification of
personal attributes in previously unconsidered ways. In the financial
services sector, monitoring is expanding by integrating data from multiple
sources, processing unstructured data, deploying predictive models, using
wearable technologies, and leveraging the omnipresence of smartphones
and social networking platforms. 2°

Monitoring can be performed at the workplace using work computers and
phones, or by tracking employee movement and activity through CCTV,
wearables, access cards, etc. Sophisticated monitoring software and
hardware enable businesses to conduct essential transactions, avoid liability,
and conduct investigations, ultimately achieving success in a competitive

17 Ball, K. (2021). Theorizing surveillance in the workplace. Routledge.

18 Nguyen, A., & Mateescu, A. (2019). Explainer: Algorithmic management in the
workplace. Data & Society Research Institute.
https://datasociety.net/library/explainer-algorithmic-management-in-theworkplace/
19 Adler-Bell, S., & Miller, M. (2018). The datafication of employment: How
surveillance and capitalism are shaping workers’ futures without their knowledge.
The Century Foundation.

20 Sanchez-Monedero, J., & Dencik, L. (2019). The datafication of the workplace.
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global environment?!. Employees can also benefit from monitoring, which
provides immediate feedback, keeps the workforce efficient and focused,
and discourages unethical/illegal behavior. However, the same technology
allows employers to monitor every detail of their employees' actions,
communications, and whereabouts inside and outside the workplace??.

Non-traditional monitoring methods encompass many practices, including
logging and evaluating employee phone calls, and scrutinizing social media
content.?* Additional tactics involve tracking meeting attendance, real-time
computer usage monitoring, GPS tracking of employee movements, and
even detecting emotional and stress levels through various algorithms—
each designed to empower employers in making significant decisions
regarding their workforce.? It is driven by organizations' efforts to identify
potential legal violations, defend against lawsuits, protect trade secrets,
ensure ethical conduct, and cultivate a positive image. The rise of remote
work has amplified the scope of surveillance, extending it into employees'
homes, thus making work-life boundaries increasingly porous.

To reduce costs and improve efficiency, companies are employing an
increasing array of tracking and monitoring technology to allow them to
view what their employees are doing at all times?. In fact, a 2017 study of
1627 firms completed by the American Management Association found that
78% of major companies monitor their employees' Internet usage, phone,
and email®®. The advent of technology has facilitated the rise of employee
monitoring, allowing businesses to oversee virtually every aspect of their
employees' conduct. As more and more employers conduct some form of
monitoring, the practice will shortly become ubiquitous. This figure is even

2l Ciocchetti, C. A. (2011). The eavesdropping employer: a twenty-first century
framework for employee monitoring. American Business Law Journal, 48(2), 285-
369.

22 Sanchez-Monedero & Dencik, above.

23 Herring & Santomero, see 1 above

24 Lecher, C. (2019). How Amazon Automatically Tracks and Fires Warehouse
Workers for “Productivity”. The Verge.

25 McParland, C., & Connolly, R. (2019). Employee monitoring in the digital era:
managing the impact of innovation. ENTRENOVA-Enterprise Research Innovation,
5(1), 474-483.

26 Ibid
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higher for companies within the financial sector, with over 92.1% of firms
in that category participating in surveillance?’. This trend is problematic
because excessive and unreasonable monitoring can invade an employee's
reasonable expectation of privacy, lead employees to sneak around to
conduct personal activities on work time, lower morale, cause employees to
complain and, potentially, quit and cause employees to fear using equipment
even for benign work purposes. The increasing reliance on technology in
the modern workplace has brought significant privacy challenges, as
employers collect extensive data on employees through surveillance
practices.

This trend risks undermining individual autonomy and necessitates adaptive
frameworks to navigate the evolving employer-employee dynamics in the
digital age effectively. It is crucial to apply ethical scrutiny to strike a
balance between organizational needs—such as productivity, security, and
protection of intellectual property—and personal rights. This need has
become even more pressing with the surge in monitoring tools for remote
work driven by COVID-19, which facilitate detailed digital profiling and
algorithmic analysis. While supporters argue that these practices improve
efficiency and safety, critics raise concerns about the potential erosion of
human freedoms, presenting complex dilemmas.

The proliferation of monitoring tools can create a "panopticon effect,"
where the constant possibility of being observed leads to self-regulation and
conformity?®. This can stifle creativity, innovation, and trust within the
workplace. Employees grapple with conflicting expectations, seeking
control over their personal information, while employers demand
comprehensive oversight. This fundamental clash highlights the need for a
nuanced understanding of privacy in the digital age. Scholars have
cautioned against excessive surveillance, labeling it "function creep," a
phenomenon wherein the data collected from monitoring surpasses its

27 Tbid

2 Wang, B., Liu, Y., Qian, J., & Parker, S. K. (2021). Achieving Effective Remote
Working During the COVID-19 Pandemic: A Work Design Perspective. Applied
Psychology.
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original intent, leading to unintended consequences?. The potential
consequences of function creep are significant, as data collected for one
purpose may be repurposed for other, unintended uses without the
knowledge or consent of the individuals involved, posing serious threats to
their privacy and overall well-being. Technological advancements have
made data collection and analysis more sophisticated, eroding the
boundaries between work and personal life.

Additionally, some employers have resorted to invasive practices, such as
mandating the installation of tracking applications and the wearing of
movement sensors, particularly as a precondition for employees being
called back to the office.’® Expanding surveillance practices has led to a
heightened sensitivity to potential privacy violations. Employees are
becoming more aware of how much their data is being collected, analyzed,
and used, leading to increased concerns about protecting their personal
information®!.

The traditional notion of privacy as a "right to be left alone" is no longer
sufficient. Instead, privacy must be viewed as a contextual negotiation
between employers and employees. The concept of "privacy as contextual
integrity" emphasizes the importance of appropriate information flows
tailored to specific social contexts. This framework is crucial for
understanding employee perceptions and incorporating their insights into

2 Stark, L., Stanhaus, A., & Anthony, D. L. (2020). “I don't want someone to watch
me while i'm working”: gendered views of facial recognition technology in
workplace surveillance. Journal of the Association for Information Science and
Technology, 71(9), 1074-1088.

30 Putzier, K., & Cutter, C. (2020, May 5). Welcome back to the office. Your every
move will be watched. Wall Street Journal.
https://www.wsj.com/articles/lockdown-reopen-office-coronavirus-privacy-
11588689725. Zakrzewski, C. (2020, May 14). Buzzing bracelets could become a
workplace accessory in the coronavirus era. Washington Post.
https://www.washingtonpost.com/news/powerpost/paloma/the-technology-202/
2020/05/14/the-technology-202-buzzing-braceletscould-become-aworkplace-
accessory-in-the-coronavirusera/5ebc46fd 88e0fal 7cddfadc0/

31 Chowdhary, S., Kawakami, A., Gray, M. L., Suh, J., Olteanu, A., & Saha, K.
(2023, June). Can workers meaningfully consent to workplace wellbeing
technologies?. In Proceedings of the 2023 ACM Conference on Fairness,
Accountability, and Transparency (pp. 569-582).
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policy development. In this evolving landscape, employees find themselves
grappling with conflicting expectations. On the one hand, they seek control
over their personal information, including the right to access and understand
how it is used. Conversely, employers demand comprehensive oversight of
employee data, including real-time access to their whereabouts. This
fundamental clash often results in a deep-seated divide between the two
parties. A critical outcome of this technological evolution is diminishing
employee agency and autonomy. The traditional view of privacy as a
straightforward 'right to be left alone,' famously articulated by Warren and
Brandeis in 1890, no longer adequately reflects the complexities of
contemporary workplaces. Instead, privacy has devolved into a multifaceted
negotiation shaped by the continuous interplay of interests between
employers and employees, redefining what it means to maintain privacy in
a digital age.

This book presents an innovative framework for managing employee
privacy, emphasizing that privacy is not a static concept but necessitates
contextual negotiation. It highlights the critical need to consider remote
employees' perceptions regarding the impact of workplace monitoring on
their privacy. The audience should feel the urgency and importance of this
issue. The analysis is grounded in data collected during doctoral research,
which seeks to illuminate remote employees' views on how workplace
surveillance affects their sense of privacy. Employing Nissenbaum's
concept of 'privacy as contextual integrity,' this book underscores the
significance of appropriate information flows tailored to specific social
contexts.*?

This theoretical foundation is essential for comprehending employees'
perceptions regarding workplace monitoring. It justifies why employers
should incorporate these insights into their decision-making processes and
policy development related to monitoring tools in the workplace. The
audience should feel the importance of employee input in policy
development. In modern work environments, employees must navigate a
complex landscape where employers wield comprehensive productivity
data. This dynamic allows employers to continuously redefine information

32 Nissenbaum, H. (2010). Privacy in Context. Stanford University Press.
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flow norms, often without offering explicit consent or ensuring
transparency. This evolution in privacy norms echoes Michel Foucault's
(1977) panopticon theory, which is** a powerful metaphor for societies
under continuous surveillance. In a panopticon, the inherent possibility of
being observed fosters self-regulation among individuals, potentially
resulting in a chilling effect on creativity and trust within the workplace.
Similarly, the omnipresence of monitoring tools in today's organizations can
compel employees to conform to expected behaviors, consequently stifling
innovation and degrading morale.

The ethical implications surrounding workplace surveillance are intricate
and multifaceted. Proponents of monitoring argue that these tools can
significantly boost productivity, enhance security measures, and provide
insightful data that supports organizational growth. Conversely, critics
assert that such practices infringe upon fundamental human rights and
freedoms, negatively impacting employee well-being and job satisfaction.
Therefore, the weight of these ethical considerations is profound and
deserving of a thorough examination. In the following chapters, the book
will delve into an array of case studies and empirical research that shed light
on the rich tapestry of perspectives surrounding workplace monitoring.
Understanding these diverse viewpoints is vital, as they can offer valuable
lessons on how various industries and organizations can effectively navigate
the fine line between employee monitoring and safeguarding employee
privacy.

Workplace privacy encompasses several dimensions, including intrusion,
appropriation, public disclosure of private facts, and false light**. Intrusion
involves invading an individual's private affairs through monitoring
techniques, while appropriation occurs when an employer exploits an
employee's name or likeness for gain. Public disclosure of private facts
refers to the unreasonable dissemination of private information, and false
light pertains to the distribution of misleading or untruthful information.

33 Sheridan, C. (2016). Foucault, power and the modern panopticon. Senior thesis,
Trinity College.

34 Palayoor, A. J., & Mavoothu, D. (2017). Ethical orientation: a solution for
workplace monitoring and privacy issues. In Seventeenth AIMS international
conference on management.
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The theory of contextual integrity serves as a guide to define privacy and
provides a framework to ascertain when a privacy violation transpires. This
theory connects safeguarding privacy to the norms expressed within specific
contexts, stipulating that information collection, utilization, processing, and
dissemination must align with context-specific appropriateness and adhere
to established norms or rules. It posits that privacy is upheld when
information flows occur by the governing principles of a given
informational context®*. Through this lens, we can critically analyze and
redefine privacy standards within today's rapidly evolving work
environments.

The Blurring Lines Between Work and Home

This book provides an in-depth examination of the intricate implications of
workplace monitoring on employee privacy and rights, especially in the
context of the evolving remote work landscape. It focuses on the
experiences of Jane, a dedicated chief financial risk manager at a large
investment bank, who has transitioned to a home office setup in the wake
of the post-pandemic shift. Jane's narrative is representative of a broader
trend, as numerous professionals face the diminishing clarity between their
professional responsibilities and personal lives—boundaries that were once
maintained by physical office spaces but have been eroded by constant
digital connectivity.

Initially, Jane welcomed the flexibility of remote work, enabling her to
juggle family responsibilities alongside her duties of assessing market risks
and compliance data from her living room. However, her employer's
implementation of extensive software solutions—tracking keystrokes to
assess "activity levels," logging website visits for "security audits," and
capturing occasional webcam snapshots to confirm presence—has turned
her home into an unwitting extension of the corporate surveillance
framework. One afternoon, while analyzing volatile financial models, Jane
pauses briefly to assist her young child with a school inquiry in the
background. The system flags this moment as "low productivity," capturing

35 Malkin, N. (2023). Contextual integrity explained: A more usable privacy
definition. /EEE Security &amp, Privacy, 21(1), 58-65.
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a snapshot that inadvertently includes family photos and personal items,
resulting in an uncomfortable inquiry from HR. This intrusion not only
evokes a profound sense of discomfort and violation but also highlights how
monitoring blurs the lines between work and home, transforming private
sanctuaries into constant performance stages where every action, even
incidental domestic moments, is subject to scrutiny and misinterpretation’®.

In April 2025, a concerning incident occurred when the employee
monitoring app Work-Composer became the source of a significant data
leak, exposing 21 million screenshots from various sectors, including
finance.?” This breach exposed remote workers' home environments and
sensitive personal information in real-time, sparking widespread privacy
outrage and highlighting the vulnerabilities in tools like those Jane
encountered. This incident prompted calls for more rigorous oversight.
Furthermore, a report from the Financial Services Union in 2025 indicated
that more than half of the surveyed finance employees were unaware of
monitoring on their home computers. This lack of awareness contributed to
feelings of demoralization and a decline in trust among employees.
Together, these developments illustrate a broader trend: as remote work
continues to expand—with Gallup reporting that 51% of U.S. employees
are now in hybrid roles—the blurred lines between personal and
professional spaces create considerable tension. This reality is compelling
employees like Jane to advocate for greater respect for their home privacy,
even during work hours®’,

36 Bauer, J. M., & Bergstrom, R. (2024). Workplace surveillance and worker well-
being. Journal of Occupational Health Psychology, 29(3), 145-162. Ball, K., &
Daniel, E. (2023). Workplace surveillance: A systematic review, integrative
framework, and research agenda. Journal of Business Research, 166, Article
114110.

37 Okunyté, P. (2025, April 23). Employee monitoring app leaks 21 million
screenshots in real time. Cybernews. https://cybernews.com/security/employee-
monitoring-app-leaks-millions-screenshots/

38 D'Arcy, J., Herath, T., & Shoss, M. K. (2023). Work from home and privacy
challenges: What do workers face and what can organizations do? Journal of
Cybersecurity, 9(1).

3 Zafar, A., & Khan, M. A. (2025). Balancing employee privacy and cyber security
in remote work: Ethical and legal challenges. ResearchGate. Zhang, L., Wang, Y.,
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Conversely, employers grapple with expectations for productivity and
security, fostering an environment where monitoring is often justified as
necessary for business continuity. Such a dichotomy has, understandably,
led to various legal challenges and ethical debates in recent years. In 2025,
a French CNIL ruling fined a company for 'intrusive surveillance' of
employee activities. This decision mirrors European Court of Human Rights
(ECHR) precedents that assert privacy takes precedence over constant
monitoring, even on work devices (EDPB 2025). The court underscored that
workers' privacy rights must be protected, even when using company
devices for personal communications.

This landmark decision reflects a growing recognition of the need to balance
surveillance with protecting individual rights, emphasizing that monitoring
practices can overstep reasonable boundaries. When achieved, this balance
can reassure employers and employees that their rights and needs are being
considered, offering a potential solution to the current tensions. Throughout
this book, we dissect these tensions by exploring remote finance workers'
perceptions of monitoring. The inquiry extends to fundamental questions:
When is monitoring deemed acceptable? What constitutes necessary
oversight, and where does it veer into an infringement on personal
Privacy? Understanding these perceptions is not just crucial but urgent in
shaping policies and practices that respect and protect employee privacy.

The findings presented here extend far beyond the confines of individual
workplaces. They intersect with broader societal dialogues concerning
privacy in the digital age, the ethical implications of surveillance, and the
evolving rights of employees in this new normal of work. Understanding
these perceptions not only aids in refining company policies but also
contributes to envisioning a framework where technology enhances
productivity without compromising personal freedoms. This expanded
exploration delves deeper into the nuanced and complex nature of the issue,
providing a more comprehensive understanding of the challenges employers
and employees face in navigating the new landscape of remote work and
data privacy. The implications of this research are considerable. For

& Li, H. (2024). Uncovering the web of secrets surrounding employee monitoring
in the digital age. Security and Communication Networks, 2024, Article 7951911.
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employers, the insights gleaned can guide the development of monitoring
practices that align with employee expectations—an approach that could
help reduce turnover, cultivate trust, and enhance overall productivity
through a more motivated workforce. For policymakers, this book serves as
a valuable resource, offering data-driven insights to inform legislation
concerning digital privacy in the workplace as remote work transitions from
a short-term solution to a sustained operational model.

Lastly, this knowledge empowers employees to advocate for their rights and
understand the mechanisms available to protect their privacy in an
increasingly monitored work environment. By fostering open dialogue and
informed discussions, we can navigate the complexities of modern work
dynamics while safeguarding individual freedoms in an interconnected
world. Understanding these perceptions not only aids in refining company
policies but also contributes to envisioning a framework where technology
enhances productivity without compromising personal freedoms*’. The rise
of remote work arrangements has further complicated the data landscape,
necessitating a re-evaluation of traditional security measures and
introducing novel challenges related to data protection and employee
privacy. This shift has blurred the lines between professional and personal
lives, raising concerns about how employers can monitor employee
activities within their private.

Contextual Integrity as a Guiding Framework

At the core of this book is Helen Nissenbaum's Theory of Contextual
Integrity (CI), a groundbreaking framework that redefines privacy as the
appropriate flow of information within specific social contexts, governed by
norms that reflect shared expectations*'. Unlike traditional privacy
models—such as consent-based approaches, which reduce Privacy to
individual choice, or property-based views, which treat data as ownable—
CI embraces the dynamic and relational nature of Privacy. It suggests that
privacy violations occur not when data is shared, but when its flow violates
the norms of a given context. In this way, Nissenbaum's Theory of

40 Herring & Santomero, see 1 above
41 Nissenbaum, see 27 above
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Contextual Integrity articulates that Privacy is not about secrecy or control;
rather, it is about information flowing appropriately in specific contexts,
guided by shared norms. Unlike older models, CI adapts to the complexities
of modern life with four key parameters:

1. Context (Purpose): The goal or rationale behind data collection (e.g.,
ensuring productivity vs. monitoring wellness).

2. Data Attributes: The type of information gathered (e.g., work emails
vs. biometric markers).

3. Actors: The senders and recipients of the data (e.g., supervisors vs.
HR or executives).

4. Transmission Principles: The constraints on how and when data
flows (e.g., during work hours vs. any time).

CI's four parameters offer a lens to evaluate whether monitoring aligns
with employees' expectations or breaches them. Unlike traditional privacy
models rooted in consent or ownership, CI's adaptability makes it uniquely
suited to the fluid interplay of home and work in remote settings. This 'fluid
interplay' refers to the unique challenges and opportunities presented by the
blurring of boundaries between personal and professional life, where norms
of autonomy and productivity collide #>. These parameters create a flexible
yet structured framework that allows Contextual Integrity (CI) to navigate
the complexities of modern surveillance, where different contexts—such as
work and home—overlap and clash. In remote work settings, where
employees of a bank may use their desks as dinner tables, CI’s focus on
contextual norms provides a way to separate professional oversight from
personal intrusion, a distinction that traditional models often struggle to
maintain (Boyd, 2010). Additionally, recent research applies CI to the issue
of Al Privacy in workplaces, offering strategies for qualitative analysis
(ACM, 2024; CI in fintech, Sage 2025).

This conceptual agility underscores the suitability of Contextual Integrity
(CI) as a framework for examining the book's core inquiry: How do remote

4 Boyd, D. (2010). Social network sites as networked publics: Affordances,
dynamics, and implications. In Z. Papcharissi (Ed.), 4 networked self (pp. 39-59).
Routledge
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employees in the financial services sector perceive the effects of
workplace monitoring on their personal privacy? The relevance of CI to
remote work privacy stems from its ability to address the unique challenges
posed by the dissolution of physical and temporal boundaries in distributed
workplaces. In 2025, with over 40% of U.S. workers operating remotely at
least part-time per West & Allen; the home has become a hybrid space
where professional duties coexist with personal life—children interrupting
Zoom calls, personal emails, and mingling with work tasks. This convergence
amplifies privacy risks, as monitoring tools—keystroke trackers, webcams,
Al-driven analytics—capture data that spills beyond job functions into
intimate realms. Traditional privacy laws, like the Electronic Communications
Privacy Act (ECPA) of 1986, which primarily focuses on protecting wire,
oral, and electronic communications while they are being made, are ill-
equipped for this reality, focusing on workplace-specific intercepts while
ignoring the home’s sanctity.

CI bridges this gap by grounding privacy in the norms of both contexts—
work, where oversight for security and performance is expected, and home,
where autonomy and intimacy prevail. The study’s findings, drawn from
fifty remote employees in financial services, illustrate this vividly.
Participants rated monitoring aligned with work norms—e.g., tracking IP
addresses during work hours for security, shared with supervisors—at 80-
100% appropriateness, reflecting acceptance of job-relevant oversight. In
contrast, Al-driven practices probing personal domains—e.g., eye dilation
tracking or home workspace videos, often shared with HR or executives—
plummeted to 20-40% appropriateness, signaling a violation of home-
context norms. Participants in Group 2’s objection—*T don’t want my home
life on display”—echoes Citron’s concept of intimate privacy, which refers
to the protection of personal and private aspects of an individual's life,
underscoring CI’s ability to pinpoint where surveillance oversteps.

This duality—work vs. home—highlights CI’s relevance. By mapping
employee expectations, CI reveals why a compliance officer might tolerate
email monitoring for client compliance (80%) but recoil at after-hours
geolocation tracking (40%), which exposes personal routines like medical
visits Participant in Group 4: “They’d know too much”). Unlike consent
models, which may falter under coerced agreements—Participant in Group
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3’s “I need this job” confession—CI evaluates flows against shared norms,
offering a normative shield that provides a sense of reassurance where legal
protections lag.

The study operationalized CI through a factorial vignette approach, a
method tailored to test its parameters in real-world scenarios. The findings
from this study can be directly applied to real-life workplace situations,
providing valuable insights for decision-making. Sixteen vignettes,
presented to participants via email questionnaires, systematically varied
purpose, data types, actors, and transmission principles, eliciting nuanced
perceptions of monitoring’s acceptability. For example:

e Scenario 1: “Your company monitors attentiveness during video
meetings using Al to track eye movements, for productivity, the data
is shared with HR, anytime you’re logged in” (30% appropriateness).

e Scenario 8: “Your company tracks time on non-work websites
during work hours, to reduce distractions, when using work devices
and shares the data with your supervisor” (85% appropriateness).

These findings, validated by 100% participant consensus on context's
pivotal role, underscore Cl's diagnostic power and set the stage for the
book's broader inquiry into privacy's legal, technological, and organizational
dimensions, a journey that promises to be both enlightening and thought-
provoking.

These vignettes, rated from 1-100% and accompanied by open-ended
comments, generated 80 ratings and ~4000 words of qualitative data,
revealing a clear pattern: employees endorse flows that respect work-
context norms (80-100%) but reject those breaching personal boundaries
(20-40%). The 100% consensus on context’s role validates CI’s framework,
as Participants in Group 5’s plea— “After hours is my time”—aligns with
transmission principle norms (80% for work-hour limits). This
operationalization not only answers the research question but also
demonstrates the practical utility of CI’s framework in dissecting complex
privacy perceptions. This method can be easily applied to other domains
like healthcare or social media.
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CI’s role as a guiding framework is not just about decoding privacy’s
complexities in remote work, as the study’s 80-100% vs. 20-40% ratings
reveal. It's about fostering trust (85% for supervisors) and offering a
compass for businesses, policymakers, and employees to navigate
surveillance risks—e.g., 25% for HR overreach. Despite being limited by
power dynamics and norm variability, its adaptability ensures relevance,
setting the stage for this book’s exploration of privacy’s future. CI is not
just a theory but a call to reimagine work as a space of dignity and equity,
providing a sense of reassurance and security to all stakeholders.

Research Genesis and Methodology

The genesis of this book lies in a qualitative field study designed to capture
the lived experiences of remote workers amid rising surveillance.
Participants, wary of virtual interviews due to privacy concerns, opted for
email questionnaires with optional phone clarifications, reflecting the very
tensions under investigation. Over 12 business days, they judged
hypothetical monitoring scenarios—e.g., geolocation tracking, health data
collection—against their expectations, yielding rich data transcribed and
analyzed through thematic coding. Two major themes emerged: Appropriate
monitoring (norm-aligned flows, where the monitoring practices align with
the participants' expectations and social norms) and Inappropriate
monitoring (norm-violating flows, where the monitoring practices violate
the participants' expectations and social norms), supported by minor themes
distinguishing work-related from non-work-related data and purposes. This
methodology, rooted in the factorial vignette approach*}, ensures a nuanced
understanding of privacy perceptions, grounding the book's theoretical and
practical contributions.

Book Structure and Key Arguments

This book unfolds across seven chapters, each building on the study’s
findings to explore CI’s multifaceted role in remote work privacy:

43 Martin, K. E. (2012). Diminished or just different? A factorial vignette study of
privacy as a social contract. Journal of Business Ethics, 111(4), 519 539.
https://doi.org/10.1007/s10551-012-1215-8.



