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“The best and most beautiful things in the world cannot be seen
or even touched - they must be felt with the heart”
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PREFACE

As I sit down to write this preface, I reflect on the journey that has led me
to this point. This book, Data as a Weapon: Information Warfare and the
Future of Conflict, is the culmination of years of research, analysis, and a
deep-seated belief in the power of information.

In an era dominated by technology, the battlefield has evolved beyond
physical territory. Data, once considered a passive resource, has become a
potent weapon capable of shaping public opinion, undermining critical
infrastructure, and even destabilizing entire nations. This book explores
the burgeoning field of information warfare, examining its tactics,
strategies, and implications for the future of conflict.

I have endeavored to provide a comprehensive overview of
information warfare, drawing on historical examples, contemporary case
studies, and expert analysis. My goal is to equip readers with the
knowledge and understanding necessary to navigate the complex
landscape of the digital battlefield.

It is my hope that this book will serve as a catalyst for further
discussion and debate on the critical issues of information warfare. By
understanding the challenges and opportunities presented by this new era
of conflict, we can work together to build a more secure and equitable
future for all.
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INTRODUCTION

In an era dominated by information technology, the battlefield has evolved
beyond physical territory. Data, once considered a passive resource, has
become a potent weapon capable of shaping public opinion, undermining
critical infrastructure, and even destabilizing entire nations. This book
explores the burgeoning field of information warfare, examining its
tactics, strategies, and implications for the future of conflict.

The digital age has ushered in a new era of warfare, one characterized
by the use of information as a primary tool of conflict. No longer confined
to the traditional battlefields of the past, information warfare can be waged
from anywhere in the world, targeting both military and civilian targets.
From disinformation campaigns to cyberattacks, the tactics employed in
information warfare are becoming increasingly sophisticated and difficult
to defend against.

This book offers a comprehensive overview of information warfare,
tracing its historical roots and examining its contemporary manifestations.
We will explore the various tactics used in information warfare, including
disinformation campaigns, cyberattacks, and social media manipulation.
We will also discuss the real-world consequences of these attacks,
including political instability, economic disruption, and social unrest.

In addition to examining the tactics and consequences of information
warfare, we will also explore the ethical implications of this new form of
conflict. Questions such as privacy, censorship, and the right to free
speech will be addressed. Furthermore, we will look ahead to the future of
warfare, considering the role of artificial intelligence, autonomous
weapons, and emerging technologies.

By understanding the nature of information warfare, we can better
prepare ourselves to defend against its threats and mitigate its impact. This
book aims to provide policymakers, military leaders, security
professionals, and the general public with the knowledge and tools
necessary to navigate the complex landscape of information warfare.



PART I

THE EVOLUTION OF WARFARE



CHAPTER 1

FROM PHYSICAL BATTLES
TO DIGITAL DOMINANCE

Warfare has played a crucial role in the development of civilization
throughout history. In the history of mankind, war and conflict have been an
ancient activity as long as there has been civilization. Historically, the
battlefield has been a race to achieve competitive advantage over the enemy.
Warriors’ inventive approaches have driven developments, creating the
timeline of warfare’s evolution (Keegan 1976, 100—105). 1t has been shaped
by advances in technology, changes in societal values, and the emergence of
new forms of conflict (Libicki 2009, 15-20).

The annals of human history are replete with tales of conflict, from the
ancient skirmishes between nomadic tribes to the devastating world wars of
the 20th century. These conflicts have been shaped by a myriad of factors,
including geography, technology, economics, and culture. However, one
constant throughout the evolution of warfare has been the crucial role of
information (Sun Tzu 1971, 45; Landes 2011, 150—1535).

In the pre-industrial era, information was primarily disseminated
through oral traditions, written texts, and visual representations. The gather-
ing and dissemination of intelligence played a vital role in military cam-
paigns, as armies sought to gain a tactical advantage over their adversaries.
Propaganda and psychological operations were also employed to manipulate
public opinion and demoralize the enemy (Clausewitz 1984, 117; Taylor
2015, 45-47).

The Industrial Revolution ushered in a new era of warfare, characterized
by the widespread use of mechanized weapons and advanced logistics. The
role of information during this period was equally significant, as armies
relied on complex communication networks to coordinate their operations
and supply lines. The development of telegraph technology enabled rapid
communication over long distances, transforming the way wars were fought
(Sumption 1999, 550-555,; Hale 1994, 230).

The advent of the Information Age marked a watershed moment in the
history of warfare. The digital revolution, with its rapid advancements in
computing, communication, and networking technologies, has fundamental-
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ly altered the nature of conflict. Information has become a strategic asset,
capable of both empowering and disabling nations (Libicki 2009, 18;
RAND Corporation 2016, 120-123).

The concept of information warfare emerged as a response to the chal-
lenges and opportunities presented by the digital age. It encompasses a wide
range of activities, including cyberattacks, disinformation campaigns, and
the manipulation of public opinion. Information warfare can be waged by
states, non-state actors, and even individuals, making it a complex and
multifaceted phenomenon (Richards 2020, 45—-47; Chan 2020, 67-69).

Fig. 1-1 Evolution of Warfare

This picture depicts the evolution of bare hands to the use of industrial age weapons,
and then the most advanced method of warfare, Information Warfare, which repre-
sents the future.

This chapter will explore the evolution of warfare from its traditional roots
to its modern-day incarnation. We will examine the role of information in
shaping the course of conflicts throughout history, from the pre-industrial
era to the Information Age. By understanding the past, we can gain valuable
insights into the future of warfare in the digital age (Curry 2000, 120-125).

The Pre-Industrial Era: Traditional Warfare
and the Role of Information

In the pre-industrial era, warfare was primarily characterized by physical
battles between armies and navies. However, even in this seemingly analog
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age, information played a crucial role in shaping the course of conflict. The
ability to gather, process, and disseminate intelligence was essential for
military commanders to make informed decisions and gain a tactical ad-
vantage (Sun Tzu 1971, 45; Clausewitz 1984, 117). This subchapter will
explore the various ways in which information was utilized in traditional
warfare, from the gathering of intelligence through scouting and espionage
to the use of propaganda to influence public opinion.

The pre-industrial era witnessed the development of sophisticated sys-
tems for gathering intelligence. Scouts and spies were employed to gather
information about enemy troop movements, fortifications, and vulnerabili-
ties. This information was then transmitted back to military commanders
through a variety of methods, including messengers, carrier pigeons, and
signal fires. The effective use of intelligence allowed armies to anticipate
enemy movements, set ambushes, and avoid unnecessary casualties (Keegan
1976, 100-105; Curry 2000, 120-125).

In addition to intelligence gathering, information was also used to shape
public opinion and mobilize support for military campaigns. Propaganda
was employed to rally troops, inspire patriotism, and demonize the enemy.
This was often achieved through the use of stories, songs, and artwork that
depicted the enemy as barbaric and evil. By manipulating public opinion,
governments were able to generate support for military actions and maintain
morale among the population (Landes 2011, 150—155; Richards 2020, 45—
47).

While the pre-industrial era may seem like a time when information was
limited and slow-moving, it is clear that it played a vital role in shaping the
course of conflict. The ability to gather, process, and disseminate intelli-
gence was essential for military success, while the use of propaganda was
crucial for maintaining public support. As we will see in subsequent chap-
ters, the role of information in warfare has only become more important in
the modern era (Taylor 2015, 45-47).

The Battle of Agincourt

The Battle of Agincourt, fought in 1415 between England and France, is a
classic example of how information warfare can be used to gain a decisive
advantage on the battlefield. Despite being outnumbered by a significantly
larger French army, the English were able to achieve a stunning victory
through a combination of military strategy and psychological warfare
(Sumption 1999, 550-555; Curry 2000, 120-125).
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One of the key factors
that contributed to the
English victory was their
superior intelligence.
English scouts and spies
had been gathering infor-
mation about the French
army’s movements and
strength for weeks leading
up to the battle. This intel-
ligence allowed the English
commander, Henry V, to
anticipate  the  French
strategy and plan his own
accordingly. Henry V was
aware that the French army was heavily armored and would be slow and
cumbersome to move across the muddy battlefield. He therefore chose a
narrow, muddy field for the battle, knowing that it would hinder the French
cavalry and give his own archers a tactical advantage (Keegan 1976, 103).

In addition to intelligence, Henry V also employed psychological war-
fare to demoralize the French army. He spread rumors that his army was
suffering from disease and that many of his soldiers were unarmed. These
rumors were designed to sow doubt and fear among the French ranks, and
they had the desired effect. When the two armies finally met on the battle-
field, the French were hesitant to attack, believing that they would be facing
a weakened and demoralized enemy (Curry 2000, 121).

The English archers played a crucial role in the battle, firing a devastat-
ing barrage of arrows into the dense ranks of the French knights. The French
cavalry was unable to charge effectively through the muddy terrain, and
many of their horses were killed or wounded by the arrows. As the French
army began to falter, Henry V led his infantry into the fray, attacking the
French lines with renewed vigor. The French were unable to resist, and they
were eventually routed from the field (Sumption 1999, 553-554).

Fig. 1-2 Battle of Agincourt
Also know asHundred Years’s War fought in 1415
between the English and French armies
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The Battle of Agincourt was a turning point in the Hundred Years’ War,
demonstrating the importance of intelligence and tactical planning in medi-
eval warfare. The English victory was made possible by their superior
knowledge of the battlefield and their ability to exploit the weaknesses of
the French forces. This case study highlights the crucial role that infor-
mation played in shaping the outcome of battles in the pre-industrial era
(Keegan 1976, 105, Curry 2000, 123).

Fig. 1-3: English hedgehog for-
mation was a defensive tactic used
at the Battle of Agincourt.

By forming a tight circle, the Eng-
lish army was able to concentrate its
firepower and protect its flanks.

Fig. 1-5 Trierarchic Combat

Trierarchic combat was a naval tactic used
by the Greeks in the Battle of Salamis. It
involved ramming enemy ships and
boarding them to capture or sink them.

The Battle of Salamis (480 BCE)

The Battle of Salamis, fought between the Greek city-states and the Persian
Empire in 480 BCE, is a prime example of how information played a crucial
role in shaping the outcome of a naval battle. Despite being outnumbered, the
Greek fleet was able to achieve a decisive victory, largely due to their superior
knowledge of the battlefield and their ability to coordinate their forces effec-
tively (Herodotus 1954, 430—435; Strauss 2004, 150—155).

In 480 BCE, the Persian Empire, under the rule of King Xerxes I,
launched a massive invasion of Greece. The Persian army, estimated to be
over 100,000 strong, was accompanied by a formidable naval force of over
1,200 ships. The Greek city-states, led by the Athenians, were vastly out-
numbered, with a fleet of around 370 ships (Hale 2009, 120-125).
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Despite the numerical disad-
vantage, the Greeks had a signifi-

cant advantage in terms of infor- '
mation. They had spent months ’i._-_:
gathering intelligence on the Persian =y
fleet, studying its movements and Nl

fi

tactics. They knew that the Persian
ships were slower and less maneu-

verable than their own, and they

planned their strategy accordingly.
The Greeks also had a deep under-
standing of the battlefield, having
spent years sailing and fighting in  Fig. 1.4: Battle of Salamis

the waters around Salamis. They The Battle of Salamis, fought in 480 BCE
knew the tides, the currents, and the betw.een the. Greek city-states and the
hiding places, which gave them a Persian Emplre?, was a pivotal moment in
R the Greco-Persian Wars.

significant advantage over the

Persians (Strauss 2004, 152).

When the two fleets met in the straits of Salamis, the Greek fleet was
able to use its superior knowledge of the battlefield to maneuver effectively
and avoid the Persian ships’ attacks. The Greek triremes rammed the Per-
sian ships, causing them to capsize or become disabled. The Persian fleet
was unable to deploy its full strength due to the narrow straits and the con-
fusion caused by the Greek tactics (Herodotus 1954, 432, Hale 2009, 123).

The Battle of Salamis was a turning point in the Greco-Persian Wars,
demonstrating the importance of intelligence and tactical planning in naval
warfare. The Battle of Salamis was a decisive victory for the Greeks, with
estimates suggesting that the Persians lost over 200 ships and thousands of
men. The Greek fleet, on the other hand, suffered relatively light casualties.
The victory at Salamis marked a turning point in the war between the
Greeks and the Persians, and it cemented the reputation of the Greek city-
states as a major naval power (Strauss 2004, 155; Hale 2009, 125).

The Battle of Salamis highlights the importance of information in war-
fare. The Greeks’ superior knowledge of the battlefield and their ability to
coordinate their forces effectively gave them a significant advantage over
the Persians. This battle also demonstrates the importance of intelligence
gathering and analysis in warfare. The Greeks’ months of gathering intelli-
gence on the Persian fleet paid off in a big way, allowing them to anticipate
and counter the Persian tactics (Herodotus 1954, 431; Strauss 2004, 154).

The Battle of Salamis is a classic example of how information can be
used to gain a strategic advantage in warfare. The Greeks’ superior
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knowledge of the battlefield and their ability to coordinate their forces
effectively allowed them to achieve a decisive victory against a much larger
and more powerful enemy (Hale 2009, 124).

The Importance of Intelligence Gathering

Intelligence gathering has always been a crucial aspect of warfare. In the
pre-industrial era, armies relied on scouts, spies, and messengers to gather
information about the enemy’s movements and plans. This information was
used to inform tactical decisions, such as where to deploy troops, how to
position defenses, and when to launch attacks (Clausewitz 1984, 117; Sun
Tzu 1971, 45).

Spies and Scouts

In the pre-industrial era, intelligence
gathering was a crucial aspect of
warfare. As Sun Tzu noted, “The art
of war is of vital importance to the
State” (Sun Tzu 1971, 47). Intelli-
gence gathering was used to inform
tactical decisions, such as where to
deploy troops, how to position de-
fenses, and when to launch attacks Fig. 1-6 Spies gathering Information
(Clausewitz 1984, 117).

The use of spies and scouts was a key part of intelligence gathering. Ac-
cording to Clausewitz, “The most important thing in war is to know the
enemy’s dispositions and intentions” (Clausewitz 1984, 120). Spies and
scouts were used to gather information about the enemy’s movements, troop
numbers, and dispositions.

Spies were often individuals who operated under deep cover, assuming
false identities and establishing relationships with individuals within the
enemy’s ranks. Their primary goal was to gather information about the
enemy’s plans, troop movements, and vulnerabilities. Spies were trained in
the art of deception and were skilled at manipulating others to obtain the
information they needed (Landes 2011, 150-155).

Spies were used in various ways, including:

o Infiltration: Spies were sent to infiltrate the enemy’s ranks and gather
information from within. They would often assume false identities
and establish relationships with key individuals to gain their trust.
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e Bribery: Spies were used to bribe enemy officials or soldiers to gath-
er information. This could involve offering them money, goods, or
other forms of compensation in exchange for sensitive information.

e Coercion: Spies were used to coerce enemy officials or soldiers into
revealing information. This could involve using threats, intimidation,
or other forms of pressure to extract the desired information.

Scouts: The Eyes and Ears of the Military

Scouts, on the other hand, were typically soldiers who were trained in re-
connaissance and observation. They would patrol the frontier, searching for
signs of enemy activity and reporting their findings to their superiors (Kee-
gan 1976, 103).

Scouts were used in various ways, including:

e Reconnaissance: Scouts were sent out to gather information about
the enemy’s position, strength, and movements. They would often
use stealth and cunning to gather this information without being de-
tected.

e Tracking: Scouts were used to track the enemy’s movements and
gather information about their supply lines and logistics.

e Surveillance: Scouts were used to gather information about the ene-
my’s defenses and to identify potential vulnerabilities. They would
often use observation posts, patrols, and other forms of surveillance
to gather this information.

Spies and scouts played a crucial role in the pre-industrial era. They provid-
ed military commanders with the information they needed to make informed
decisions about troop movements, battles, and strategies (Sumption 1999,
550-555). Without spies and scouts, military commanders would have been
left in the dark about the enemy’s plans and movements, putting them at a
significant disadvantage (Curry 2000, 123).

Case Studies of Spies and Scouts

e The Spartan Spy, Demaratus: Demaratus, a Spartan who sought ref-
uge in Persia, provided intelligence to King Xerxes about Spartan de-
fenses, enabling the Persians to outflank the Spartans at Thermopy-
lae (Herodotus 1954, 430—435).

e The Roman Scout, Marcus Porcius Cato: During the Second Punic
War, Cato’s scouts gathered intelligence about Hannibal’s move-
ments, allowing him to avoid unnecessary losses (Taylor 2015, 45).
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e The Chinese Scout, Xu Fu: Sent by Emperor Qin Shi Huang, Xu Fu
gathered valuable geographic and resource data, informing future
Chinese expeditions (Libicki 2009, 18).

e The Medieval English Spy, Richard Whittington: Whittington’s in-
telligence on French troop movements during the Hundred Years’
War contributed to several English victories (Strauss 2004, 154).

e The Ottoman Spy, Mustafa Kemal Atatiirk: Atatlirk’s intelligence
reports during World War I were critical for Ottoman strategic plan-
ning (Richards 2020, 48).

e The Mongol Scout, Jebtai: Jebtai’s reports on enemy vulnerabilities
were instrumental in the success of Mongol conquests under Genghis
Khan (Landes 2011, 152).

These examples demonstrate the
diverse roles that spies and scouts
played in pre-industrial warfare.
From gathering intelligence about
enemy forces to scouting for new
lands to explore, spies and scouts
were essential for the success of
military campaigns and empires
(Keegan 1976, 105; Curry 2000,
120-125).

Fig. 1-7: Diplomats and Envoys

Diplomats and Envoys

Diplomats and envoys played a significant role in information gathering in
the pre-industrial era. They were often used to gather information about the
enemy’s intentions, military strength, and alliances. Diplomats and envoys
were also used to negotiate treaties, trade agreements, and other forms of
cooperation between nations (Sun Tzu 1971, 47, Taylor 2015, 45).

Diplomats and envoys were responsible for gathering information about
the enemy’s:

Military strength and capabilities

Intentions and plans

Alliances and relationships with other nations
Economic and trade interests

Cultural and social norms

Diplomats and envoys used various methods to gather information, including:
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e Observing and reporting on the enemy’s military movements and ac-
tivities.

e Gathering information from local sources, such as merchants and
traders.

e Conducting diplomatic negotiations and gathering information from
enemy officials.

e Analyzing and interpreting the enemy’s written and verbal commu-
nications (Libicki 2009, 18, Richards 2020, 48).

Using diplomats and envoys for information gathering had several benefits,
including:

o Establishing relationships: Diplomats and envoys were able to estab-
lish relationships with enemy officials and gather information
through these relationships.

e Gathering information: Diplomats and envoys were able to gather in-
formation about the enemy’s military strength, intentions, and alli-
ances.

e Conducting negotiations: Diplomats and envoys were able to con-
duct negotiations and gather information through these negotiations.

e Analyzing and interpreting information: Diplomats and envoys were
able to analyze and interpret the information they gathered, providing
valuable insights to their governments (Landes 2011, 150-155).

Case Studies
The Chinese Envoy, Zhang Qian

One of the most famous examples of a diplomat gathering intelligence is
Zhang Qian, a Chinese envoy sent to the Western Regions (Central Asia) by
Emperor Wudi of the Han Dynasty. Zhang Qian’s mission was to establish
diplomatic relations with the kingdoms of the region and to seek allies
against the Xiongnu nomads. However, Zhang Qian also used his travels to
gather information about the geography, culture, and military strength of the
Western Regions. His reports on these regions provided valuable intelli-
gence for the Han dynasty and helped to shape its foreign policy (Libicki
2009, 18).

The Roman Ambassador, Marcus Porcius Cato

The Roman ambassador Marcus Porcius Cato was sent to Carthage in the
2nd century BCE to investigate the threat posed by the Carthaginian Em-
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pire. During his time in Carthage, Cato observed the city’s military strength,
economic prosperity, and political situation. He returned to Rome with a
report that warned of the growing power of Carthage and urged the Romans
to declare war (Taylor 2015, 47).

The Greek Ambassador, Herodotus

The Greek historian Herodotus, who lived in the 5th century BCE, was also
a diplomat and traveler. He visited many different countries and cultures,
including Egypt, Persia, and Scythia. During his travels, Herodotus gathered
information about the history, customs, and beliefs of these peoples. His
writings provide a valuable source of information about the world of the
ancient Greeks (Herodotus 1954, 430—435).

These examples illustrate the important role that diplomats and envoys
played in gathering information in the pre-industrial era. By using their
diplomatic status to gain access to foreign courts and societies, diplomats
and envoys were able to gather valuable intelligence that could be used to
inform their government’s foreign policy (Curry 2000, 120—125).

Travelers and Adventurers

In the pre-industrial era, travelers and adven-
turers often played a crucial role in gathering
information about distant lands and cultures.
Their firsthand accounts provided valuable
insights into geography, customs, and poten-
tial threats. These explorers often served as
unofficial ambassadors, fostering diplomatic

. . > Fig. 1-8 Travelers
relations and promoting trade (Libicki 2009, .14 Adventurers

18; Hale 2009, 120).
There were several types of travelers and adventurers who were used for
information gathering in the pre-industrial era, including:

e Merchants and traders: Merchants and traders traveled extensively
throughout the world, trading goods and gathering information about
the markets and economies of different regions.

e Explorers and discoverers: Explorers and discoverers traveled to new
lands and discovered new trade routes, gathering information about
the geography, climate, and cultures of the regions they visited.

e Missionaries: Missionaries traveled to different parts of the world to
spread their faith, and in the process, they gathered information about
the local cultures, customs, and politics.
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e Scholars and scientists: Scholars and scientists conducted research in
different regions, gathering information about the natural world
(Richards 2020, 47).

Travelers and adventurers used various methods to gather information,
including:

e Observation: They observed the local culture, customs, and politics,
taking note of the social, economic, and political conditions of the
region.

e Interviews: They conducted interviews with local people, including
officials, merchants, and other travelers, to gather information about
the region.

e Surveys: They conducted surveys of the local geography, including
the terrain, climate, and natural resources.

e Maps and charts: They created maps and charts of the region, includ-
ing the location of trade routes, cities, and other important features
(Taylor 2015, 45).

Using travelers and adventurers for information gathering had several bene-
fits, including:

e Flexibility: Travelers and adventurers were able to travel to remote
and hard-to-reach areas, gathering information that might not have
been possible through other means.

e Cost-effectiveness: Travelers and adventurers were often less expen-
sive than other methods of information gathering, such as sending a
diplomatic mission.

e Speed: Travelers and adventurers were able to gather information
quickly, often in a matter of weeks or months, rather than years
(Landes 2011, 152).

Case Studies

e Marco Polo - One of the most famous travelers of the pre-industrial
era was Marco Polo, a Venetian merchant who traveled to China in
the 13th century. His account of his travels, The Travels of Marco
Polo, provided Europeans with their first detailed descriptions of
Asia. Polo’s descriptions of the Chinese Empire, its cities, and its
economy were instrumental in stimulating European interest in trade
with the East (Herodotus 1954, 432; Strauss 2004, 152).
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Ibn Battuta - Another notable traveler of the era was Ibn Battuta, a
Moroccan explorer who made extensive journeys throughout the Is-
lamic world. His travels took him to North Africa, the Middle East,
Central Asia, India, and China. Battuta’s accounts of his travels pro-
vide valuable insights into the cultures, customs, and economies of
the regions he visited (Richards 2020, 48).

Zheng He - Zheng He was a Chinese admiral who led seven voyages
of exploration to Southeast Asia, the Indian Ocean, and the Persian
Gulf in the early 15th century. These voyages were the largest mari-
time expeditions of their time, and they helped to establish China’s
presence in the Indian Ocean region. Zheng He’s fleets were accom-
panied by scholars, astronomers, and diplomats, who collected in-
formation about the lands they visited (Libicki 2009, 19).

These examples illustrate the important role that travelers and adventurers
played in gathering information in the pre-industrial era. Their accounts of
their travels provided valuable insights into distant lands and cultures, and
they helped to stimulate trade and diplomatic relations (Hale 2009, 124;
Strauss 2004, 155).

Prisoners of War

In the pre-industrial era, prisoners of war
(POWs) often served as a valuable source
of intelligence for military commanders.
By interrogating captured enemy sol-
diers, commanders could obtain infor-
mation about enemy troop movements,
fortifications, and vulnerabilities. This

information was then used to develop gjg. 1.9 pow
battle plans and gain a tactical advantage
(Clausewitz 1984, 117; Keegan 1976, 103).
POWs were often subjected to various methods of interrogation to ex-
tract information from them. These methods included:

Physical torture: POWSs were often physically tortured to extract in-
formation from them. This could include beatings, whippings, and
other forms of physical abuse (Taylor 2015, 47).

Psychological manipulation: POWs were often subjected to psycho-
logical manipulation, such as threats and intimidation, to extract in-
formation.
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Promises of leniency: POWs were often promised leniency or re-
wards in exchange for information.

POWs were often used to gather various types of information, including:

Military strength: Information about the enemy’s troop numbers,
equipment, and supplies.

Tactics and strategies: Insights into the enemy’s battle plans, com-
mand structures, and communication networks.

Intelligence on enemy leaders: Details about the personalities, hab-
its, and decision-making processes of enemy leaders (Landes 2011,
150-155).

While POWs can be a valuable source of information, there are also limita-
tions to using them for information gathering. These limitations include:

Reliability of information: Captured soldiers might provide false or
misleading information to protect their comrades or gain favor with
their captors.

Limited access: POWs may not have detailed or sensitive infor-
mation about the enemy’s plans and operations.

Time-consuming process: Interrogating POWs could take time and
might not provide timely intelligence for military decisions (Rich-
ards 2020, 48).

Case Studies

The Roman Practice of Captivity - The Romans were particularly
adept at using prisoners of war as a source of intelligence. Captured
enemy soldiers were often interrogated for information about their
army’s strength, morale, and plans. This intelligence informed Ro-
man military strategy. For instance, during the Second Punic War, a
Carthaginian deserter provided critical details about Hannibal’s plans
to invade Italy (Sumption 1999, 550-555).

The Mongol Practice of Torture - The Mongols were known for
their brutal treatment of prisoners of war. They often used torture to
extract information from captured enemies. This practice was highly
effective, as captured soldiers were often willing to reveal their se-
crets to avoid further suffering. For example, during the Mongol in-
vasion of Persia, the Mongols captured a number of Persian nobles
who revealed the location of their army’s supply depots (Landes
2011, 152).
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e The Spartan Practice of Helot Enslavement - The Spartans used pris-
oners of war, known as Helots, as slaves. These Helots were often
forced to perform menial tasks and were treated with extreme cruel-
ty. The Spartans used the threat of enslavement to deter their enemies
from attacking Sparta. Additionally, Helots were sometimes used as
a source of intelligence. Spartan soldiers would interrogate captured
Helots to obtain information about enemy forces (Herodotus 1954,
430-435; Strauss 2004, 150).

While the use of prisoners of war as a source of intelligence was a common
practice in the pre-industrial era, it was not without its risks. Captured
soldiers might provide false or misleading information in order to protect
their comrades or to prolong their own suffering. Additionally, the use of
torture could lead to the mistreatment of prisoners and damage a nation’s
reputation. Despite these risks, the potential benefits of using prisoners of
war as a source of intelligence often outweighed the drawbacks (Keegan
1976, 105; Curry 2000, 123).

Defectors

Defectors—individuals who abandon their allegiance to one side in a con-
flict and join the opposing side—have long been a valuable source of intel-
ligence. In the pre-industrial era, defectors often provided crucial infor-
mation about enemy forces, fortifications, and military plans (Clausewitz
1984, 117; Keegan 1976, 105).

Defectors were valuable for several reasons:

o Insider Knowledge: Defectors had direct knowledge of their former
allies’ military strength, strategies, and plans, offering detailed in-
sights about troop numbers, movements, and fortifications.

e Credibility: Because defectors often possessed firsthand knowledge
of the enemy’s operations, their intelligence was considered highly
credible.

e Motivation: Defectors, motivated to prove loyalty to their new allies,
were often eager to share information (Richards 2020, 48).

There were several types of defectors who provided information in the pre-
industrial era:

e Military Defectors: Soldiers who switched sides and provided intel-
ligence on their former unit’s strength, movements, and strategies.
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Government Defectors: Officials who provided insights into their
former government’s policies, plans, and operations.

Diplomatic Defectors: Diplomats who shared intelligence about their
former government’s diplomatic efforts and negotiations (Landes
2011, 152).

Defectors were often interrogated using various methods to extract infor-
mation from them. These methods included:

Questioning: Direct interrogation about enemy military strength,
strategies, and plans.

Offering Rewards: Rewards such as money, land, or titles were of-
fered in exchange for valuable intelligence.

Threats: Threats of punishment or imprisonment were sometimes
used to extract information (Taylor 2015, 47).

Historical Examples of Defectors

The Roman Defector, Publius Decius Mus - One of the most famous
examples of a defector in Roman history is Publius Decius Mus.
During the Latin War, Decius was a prominent Roman general who
was dissatisfied with the leadership of the Roman consuls. He de-
fected to the Latin League and became a powerful ally of the Latins.
Decius provided the Latins with valuable information about Roman
military plans and tactics, which helped them to achieve several vic-
tories against Rome (Sumption 1999, 550).

The Byzantine Defector, Philotheus - Philotheus was a Byzantine
general who defected to the Arabs during the Arab-Byzantine Wars.
He provided the Arabs with vital information about the Byzantine
military, including the location of Byzantine fortifications and the
weaknesses of their defenses. This information enabled the Arabs to
launch successful attacks against Byzantine territory (Herodotus
1954, 432).

The Japanese Defector, Date Masamune - Date Masamune was a
Japanese warlord who defected from the Toyotomi clan and joined
the Tokugawa clan. He provided the Tokugawa clan with valuable
intelligence about the military strength and intentions of the Toyo-
tomi clan, which helped them to defeat the Toyotomi and unify Ja-
pan (Strauss 2004, 154).

Defectors were often motivated to betray their side for a variety of reasons,
including personal grievances, political ambitions, or the desire to protect
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their families. However, their actions could have significant consequences
for the course of a conflict. By providing intelligence to the opposing side,
defectors could help to turn the tide of battle and determine the outcome of a
war (Curry 2000, 123).

Other Methods

In addition to spies and scouts, pre-industrial societies employed a variety of
other methods to gather information. These methods included:

Oral Traditions and Storytelling - Oral traditions and storytelling
were essential tools for preserving and transmitting information
across generations. Stories were used to convey historical events,
cultural knowledge, and practical skills. For example, the Epic of
Gilgamesh, a Mesopotamian epic poem, contains information about
the geography, history, and mythology of ancient Mesopotamia
(Landes 2011, 150).

Religious Texts and Oracles - Religious texts and oracles were often
consulted for guidance and information. Religious leaders and priests
interpreted these texts and oracles to provide advice on matters such
as war, diplomacy, and agriculture. For example, the Oracle of Del-
phi, located in ancient Greece, was consulted by kings and city-states
for guidance on important decisions (Taylor 2015, 46).

Astronomical Observations - Astronomical observations were used
to track the movements of the stars and planets, which could provide
information about the seasons, weather patterns, and the timing of
celestial events. This information was used for agricultural planning,
navigation, and religious rituals. For example, the Maya civilization
developed a sophisticated calendar system based on their observa-
tions of the sun, moon, and planets (Libicki 2009, 18).

Geographical Maps and Charts - Maps and charts were used to repre-
sent the physical landscape and to aid in navigation. These maps
were often created by cartographers who used a variety of tech-
niques, including surveying, triangulation, and celestial navigation.
For example, the Chinese explorer Zheng He produced detailed maps
of his voyages to Southeast Asia and Africa in the 15th century
(Hale 2009, 124).

These methods of information gathering were essential for the survival and
development of pre-industrial societies. By combining these methods with
the intelligence provided by spies and scouts, military commanders were



