The Medical Device Industry






The Medical Device Industry:
Developments in Software Risk Management

By

John Burton

Edited by Ita Richardson, Fergal Mc Caffery
and Miched O hAodha

CAMBRIDGE
SCHOLARS

PUBLISHING



The Medical Device Industry: Developments in Software Risk Management, by John Burton
Edited by Ita Richardson, Fergal Mc Caffery and Michedl O hAodha

This book first published 2009
Cambridge Scholars Publishing
12 Back Chapman Street, Newcastle upon Tyne, NE6 2X X, UK

British Library Cataloguing in Publication Data
A catalogue record for this book is available from the British Library

Copyright © 2009 by John Burton

All rights for this book reserved. No part of this book may be reproduced, stored in aretrieval system,
or transmitted, in any form or by any means, electronic, mechanical, photocopying, recording or
otherwise, without the prior permission of the copyright owner.

ISBN (10): 1-4438-0561-0, ISBN (13): 978-1-4438-0561-2



TABLE OF CONTENTS

B ) 1= o) =< SRS
LISt Of FIQUIES......oeiieceicecee ettt st sne
ACKNOWIEAGEMENLS ..o sne

CEPLEr ONE......ooviiciieeeeere et b e st b e
Introduction

(@107 1011 g ATV o USSP
Literature Review

(O 7= 1010 g 111 (=TS
Research Methodology

(O 7= 011 gl o | S
Development of the Risk Management Capability Model (RMCM)

CEPLEr FIVE ...t
Evaluation of the RMCM

(O34 1011 g SRRSO
Summary and Conclusions



LIST OF TABLES

Table 2.1 — Risk management by industry sector based on literature

FEVIEWW ..ottt sttt s s sme e n e e n e e nn e snnesreesbeenneenesanesns 7
Table 2.2 — MAN.5 Risk Management from Automotive SPICE ............. 16
Table 2.3 — Sub-practices of MAN.5.BP2 — Define risk management

S 10 [ == RS 17
Table 2.4 — Medical Device sub-practices not wholly covered by

MAN.5.BP2 — Define risk management Strategies..........covveeerernenenn 17
Table 2.5 - Documentation based on level of concern (CDRH 2005) ....... 26
Table 3.1 — Trandation of terms as interpreted from (Lincoln and Guba

R 21 ) SRS 55
Table 3.2 - Open Coding Categoris ........coueeeriereriere e 73
Table 3.3 — Subset of the Categories, Sub-categories and Codes used

during CoONtENt ANAYSIS ......ccveieeiere e 74
Table 3.4 — New categories that emerged during transcript analysis......... 76
Table 4.1 - RMCM Sub-practices for Specific Goal 1 Prepare for Risk

== T T o TR 82
Table 4.2 - Summary of RMCM Specific Goal 1 — Prepare for Risk

M ANAGEMENL.....ceeeieeeceesie et e e e e sree s e e e steeeeseesreesneenseeneeens 84
Table 4.3 - RMCM Sub-practices for Specific Goal 2: Identifying

and ANalYSING RISKS .......coviiiiiireere e 90
Table 4.4 - Summary of RMCM Specific Goal 2 — Identify and Analyse

RISKS .ttt ettt 92
Table 4.5 - RMCM Sub-Practices for Specific Goal 3: Mitigate Risks..... 96
Table 4.6 - Summary of RMCM Specific Goal 3 — Mitigate Risks........... 98
Table 4.7 - Summary of the RMCM Specific Goals.........ccoeveevevveieiiennns 103
Table 4.8 - RMCM levels for the CMMI® Generic goals........cccevvevennnns 104
Table 4.9 - Summary of the RMCM Specific and Generic Goals........... 107
Table 5.1 — Client’s Capability with respect to RMCM level Med

practices at start of reSearch.......ccccvccv v 111
Table 5.2 - Hazard I dentification Table from Client's Software Risk

Management Procedure pre-RMCM ..o 114
Table 5.3 — Software Risk Management findings prior to the introduction

Of tNERMOCM ...t 116

Table 5.4 — Case Dynamics Matrix — Client’s “ Prepare for Risk
Management” PractiCeS.........ocooeiiiireie i 118



The Medical Device Industry: Developments in Software Risk Vii

Management

Table 5.5 - Qualitative Severity LeVEIS......cccocveve v, 124
Table 5.6 - Qualitative Probability LEVElS........ccccovivveveeeeee e 124
Table 5.7 - Risk ClassifiCationS.........cccoveirenniineine e 124
Table 5.8 - Extract from the risk analysis table of one of the Client's

SOFIWEAIE PIrOJECES ...ttt 125
Table 5.9 - Case Dynamics Matrix — Client’s “ Identify and Analyse

RISKS" PraCtiCeS.....cueviiieieieieeeceeeeee et s 127
Table 5.10 - Risk PrioritiSation..........ccoceiererereeeeeiese e 131
Table 5.11 - Case Dynamics Matrix — Client’ s “Mitigate Risks”

PraCliCES. ...t e 132
Table 5.12 — Count of Occurrences of Training Axial Coding

Categoriesin the TranSCriptS ..o ivceeececeser e 141
Table B.1 - Open Coding Categori€S.......cccovrereeerreerieresieseseessesseeeeneens 180

Table B.2 — Axial Coding Scheme at start of Content Analysis.............. 180



LIST OF FIGURES

Figure 2.1. Taxonomy of Software Development Risks (Carr et al.

1993) .ttt et ettt ne et ne e aene e 10
Figure2.2. Overview of relevant risk management research
AN [IEENALUNE @IE8S.......ecveeeeeeeeeeie ettt st neens 14

Figure 2.3. $4S process figure extracted from work by Cass et al
(2001). Processes added to the 1SO 15504 exemplar model are

(01 o o= o [T 1 (= Y RSN 15
Figure 3.1. Organisational Chart asof Jan, 2008............cc.cceeeevrerieeieennns 45
Figure 3.2. Composition of the RMCM..........ccccceievevieiecnveceeeceeiiennns 50
Figure 3.3. Underlying, philosophical assumptions (Myers 2000)........... 52
Figure 3.4. Action Research Structural Cycle........ccccocvvvvivceeiercrerennns 63

Figure 3.5. Sample of coding categories applied to interview transcripts... 75
Figure4.1. Medical device risk management strategy (Adapted from
1SO 14971, ANNEX B) ..ottt 88



ACKNOWLEDGEMENTS

The author wishes to acknowledge the assistance of Dr. Ita Richardson and
Dr. Fergal McCaffery with thisresearch. A special thanks aso goes to the
medical device company in which this research was performed.

The author would like to acknowledge that this research was funded by
Science Foundation Ireland through the Cluster project GSD for SMEs
(Grant no 03/IN3/1408C) within the University of Limerick, Ireland. This
research is supported by the Science Foundation Ireland funded project,
Global Software Development in Small to Medium Sized Enterprises (GSD
for SMEs) within Lero - the Irish Software Engineering Research Centre
(http:/lwww.lero.ie).






CHAPTER ONE

INTRODUCTION

Risk

Severa definitions exist for the term “risk” but they typically contain a
common theme of loss, injury or harm. Cambridge Advanced Learners
dictionary (2008) defines risk as “the possibility of something bad
happening”. Webster's (2008) dictionary defines risk as “The possibility
of lossor injury”.

In 1921, Frank Knight (1921) defined risk as “measurable uncertainty”
stating that in “the distinction between the measurable uncertainty and an
unmeasurable one we may use the term ‘risk’ to designate the former and
the term ‘uncertainty’ for the latter”. Holton (2004) suggests that Knight's
definition is flawed in that it does not address exposure in his definition.
Risk entails uncertainty and exposure, the potential of both, and can
therefore be defined as “exposure to a proposition of which one is
uncertain”. Knight's definition has only addressed the uncertainty aspect.
Take the following scenario for example: if a person bets their house on
the spin of a roulette wheel, there is arisk that they will lose their house.
If aperson never exposes himself or herself to gambling, then there is no
risk that they will lose their house in this way. Therefore exposure is an
important aspect of risk. By the same token, if a person is certain of a
scenario e.g. by digesting a certain poison they will kill themselves, then
thereis no element of risk, for the outcome is known.

Felix Kloman (2000) argues that risk must carry a connotation of
“harm”. What if the proposition defined earlier is in fact a positive one?
As a consequence, Kloman defines risk as “the compound estimate of the
probable frequency, probable severity and public perception of harm”.
This definition would appear to be in line with the widely accepted
“combination of the probability of occurrence of harm and the severity of
that harm” as defined by 1S0 standards (1SO/IEC 1999).
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Risks exist in everyday life and are a direct result of the scenarios we
expose ourselves to each day and the uncertainties associated with those
scenarios. Risk aso exists for businesses across all industries and is
measured in accordance with different contexts depending on the industry
in question. For example, the financia industry may measure risk as the
actua return on an investment proving substantialy lower than expected.
A farmer may measure risk in terms of the damage that may occur to his
crops from storm damage or insect damage. The medical device industry
may measure risk as the possibility of a failure in their device causing
harm to a patient. Regardless of the industry, if risk is not identified,
measured, and controlled as part of the business, and depending on its
severity, there may be loss in terms of human life, damage to the
environment, litigation, the market withdrawal of products and other
severe financial impacts.

Risk Management

Risk management is an attempt to identify, measure, mitigate and control
risks. In a general sense, risk management in organisations can be seen as
the protection of the physical, financia and human interests of the
organisation in addition to its end-users, the genera public and the
environment towards which the organisation’s outputs are geared. The
key word here is “protection” against risk. Governments across the world
are aware of the need to manage risk and as a consequence many
governmental and associated agencies exist to provide support in this area
across the different industry sectors (EC 2008; EFSA 2008; HSA 2008;
HSE 2008; IHCP 2008; NEA 2008; USDA 2008). The purpose of these
agencies is the protection of the public and public business. Perhaps the
best definition of risk management the researcher came across is the
following: “a discipline for living with the possibility that future events
may cause harm” (Kloman 2000).

Software risk management within medical device companies is a
critical area.  Failure of the software can have potentially catastrophic
effects, leading to the injury of the patients, or even death. It is therefore
no surprise to find that regulators throughout the world are penalising
medical device manufacturers that do not devote sufficient attention to the
areas of hazard analysis and risk management throughout the software
lifecycle. If a medical device company fails to comply with the
regulations of a given country, they in effect, surrender their legal right to
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market their device in that country. It isin everybody’s best interest that
the medical device manufacturer getsit right.

With the availability of so many different standards, regulatory
guidance papers and industry guides on software risk management,
however, the task of collating this information into a usable model is a
daunting one. This research seeks to extract the most important software
risk management concepts from a number of accepted standards and
guides in the medical device industry in addition to the broader software
engineering community - and to present them as a generic usable model
for medical device software.

Research Question and Objectives

“Can the development of a new Software Process Improvement (SPI) Risk
Management Capability Model (RMCM) for the medical device domain
assist medical device companies in improving their software risk
management practices and put them on the path to regulatory
compliance?” To answer this question, the research has been divided into
two distinct, yet equally important objectives. The first objective is the
development of the RMCM. The RMCM is geared towards companies
who produce software for the medical device industry. The RMCM
provides a method for medical device software-producing companies to
assess and improve their software risk management capability. This
model also seeks to promote SPI practices within medical device software
risk management in order to increase the effectiveness and efficiency of
software risk management within the regulated medical device
environment. The second objective is the evaluation of the model, through
trialling it in an Irish medical device company which produces both
embedded and desktop application software for their devices.

Research Contributions

This research has resulted in a range of different contributions. An
extensive literature review is presented which highlights the need for an
SPI model for the medical device software industry. A new model is
developed as part of the research and is evaluated in the context of an Irish
medical device company producing medical device software. This
research investigates how current medical device regulations can be
improved through the adoption of practices from existing forma SPI
models. The research aso highlights how the software risk management
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practices associated with existing SPI models are not comprehensive
enough in their own right to satisfy medical device requirements.

This research also contributes to |earning through:

The publication of the knowledge gathered during the research
(Burton et al. 2006; Burton et al 2008, McCaffery et al 2008);
The presentation of the model to a steering group of Irish medical
device companies,

The development of a more comprehensive software risk
management process for the client company in which the research
was performed and the sharing of lessons learned during the
research.

Outline of Volume Structure

The following is an outline of how the research has been structured and
presented in this volume:

Chapter 1. Introduction. The volume commences with a high-
level introduction to the research domain and the critical nature of
the research. The research question is then set out in conjunction
with the primary two objectives of the research, objectives which
are explored further in Chapter 0.

Chapter 2: Literature Review. The chapter commences with a
definition of risk and risk management and the applicability of
risk management to the software industry. This is followed by
an overview of the emergence of software risk management
within the software engineering community - from its early days
to the development of formal SPI models. A discussion is
presented on how formal models have been adapted by other
regulated industries. A history of the major medical device
software risk management standards and guidance papers is so
presented. Finaly, a critical review of the related research is
presented.

Chapter 3: Research Methodology. The chapter commences
with a definition for the risk management capability model and
follows with a presentation of the client organisation in which the
research occurred. The research objectives are presented and
justification is made for the choice of the interpretive research
paradigm. A critical evaluation of the research methods for the
interpretive paradigm is performed, as resulting in the chosen
method for this research, Action Research. Common criticisms
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of the chosen research method are addressed and the method is
then presented in the context of the client organisation which
participated in the research. The chapter also covers how internal
and external validity, reliability and objectivity have been
obtained throughout the course of the research. Finally, data
analysis and collection during in the research, is also discussed.
Chapter 4: Development of the RMCM. The development and
structure of the RMCM are discussed in detail, including the
goals, practices and sub-practices of the model. Changes made to
the model throughout the research are presented with the reasons
and associated impacts of these modifications.

Chapter 5:; Evaluation of the RMCM. The evaluation chapter
commences with the evauation of the client's software risk
management process at the start of the project. The researcher’s
intervention and the impact of that intervention is also evaluated.
The chapter concludes with various recommendations based on
the research findings. These are divided into recommendations
related to the RMCM and recommendations related to the client’s
software risk management procedures.

Chapter 6: Summary and Conclusions. The conclusions
chapter summarises how the objectives at the beginning of the
research have been met and how the research has provided
valuable contributions on several levels. The factors which have
contributed to the success of the research are discussed along
with its limitations. Finally, a humber of recommendations for
further research are suggested.
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LITERATURE REVIEW

I ntroduction

It has been suggested that “we have reached a point where testing as the
primary way to gain confidence in a system is impractical or ineffective”
(Lee et al. 2006). Therefore, software risk management has emerged as a
very important method for establishing safe and efficient software. Lack
of risk management within software projects can lead to failures and loss
at several levels. Barry Boehm (1991) has defined the degree to which a
software project may be exposed to failure i.e. risk exposure - as the
“probability of an unsatisfactory outcome and the loss to the parties
affected if the outcome is unsatisfactory”. The two key concepts in this
definition are “unsatisfactory outcome” and “loss’.

In the software risk management literature, these two terms are viewed
from different perspectives depending on the industry in question and the
people involved in the risk management process. For risk management
literature, which is industry-non-specific, “loss’ is typicaly defined and
managed in terms of schedule and budget (Mizuno et al. 2001) - with the
primary goa of avoiding so-caled “death-march” projects (Yourdon
1997). Similarly, when software risk is discussed in the context of the
Defence Industry, unsatisfactory outcome and loss may be equated to
delays of mission-critical systems, depletion of management reserve and
budget overruns which can ultimately impact upon the effectiveness of the
armed forces (Chittester and Haimes 1993). Literature in the defence
forces industry focuses on risk management from the perspective of
reducing over-runs in performance, support, cost and schedule (Williams
et al. 1999). Risk is reduced by increasing performance through the
utilisation of technical, management and other human resources
effectively in order to achieve programme goals (Boehm 1991; Loveland
Link et al. 1999).
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Literature in the Automobile and Space industries takes a broader view
of risk since the systems are required to deliver many functions in a
dependable and safe manner, while also keeping costs low (Froberg 2006).
Loss in these industries is viewed from severa different perspectives
including budget, project delays and overruns, quality, and aso in terms of
safety of the end-users of the systems and associated mechanics/electronics.

Within the Medical Device industry however, risk is discussed in the
literature primarily with the aim of managing software risk from a safety
perspective. The medical device industry and its associated regulators
view unsatisfactory outcome and loss in terms of loss of life, injuries to
users or bystanders or in terms of damage to the environment. Schedule
and budget over-runs do not concern the regulators. Their job is to protect
the public from faulty software which may be placed into medical devices
thereby reducing the risk of potential injury (FDA 2008a). The key point
here is that the focus and targeted risks found within risk management can,
to a large degree depend on the industry in question (Table 2.1). As this
research is focussed on the medical device software domain, it produces a
risk management model aimed at satisfying the requirements of the
regulators of this industry. This risk management model is therefore
geared towards improving the safety of medical device software.

Table 2.1 — Risk management by industry sector based on literature
review

Industry Focus of Risk M anagement Drivers of
Domain Risk
M anagement
Schedule | Budget Safety
Generd Primary Primary Secondary | Industry
Defence Primary Primary Secondary | Department
of Defence
Space Spread Evenly Industry and
regulators
Automobile | Spread Evenly Industry

Medical Secondary | Secondary | Primary Regulators
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Evolution of Software Risk Management
Early Software Risk Management Literature

Software risk management comprises several core practices irrespective of
the industry domain in question. These include the identification, analysis,
planning, tracking and control of risks (Automotive SIG 2005; Boehm
1989; Boehm 1991; Cass et al. 2001; Higuera and Haimes 1996; 1SO
2007; ISO/IEC 1998a). Early research and literature such as Barry
Boehm'’s paper (1991) and tutorial (1989) on “ Software Risk Management:
Principles and Practices’ is devoted to the discussion and breakdown of
risk management practices into more detailed sub-practices. Tools and
techniques for risk identification, analysis and control are discussed by
Boehm (1987), including the use of decision trees and the creation and
management of a top-10 risk list which focuses on the critical success
factors of the software projects. This ensures that the important issues get
analysed and addressed thus reducing the likelihood of the projects coming
in over-budget and over-schedule.

Other early researchers expanded upon some of the sub-practices
identified by Boehm, including risk identification and analysis, through
the introduction of speciaised techniques such as FMEA, FTA, Event
Tree Anaysis and others (Bell 1989). It is evident from this early
literature that risk management was seen as a very necessary part of
software systems development and management. With complex systems
being built, some of which were expected to run for a long time, industry
was aware that there was “no silver bullet” (Brooks 1987) for completely
eliminating al potential errors from complex systems. The software
industry had to assume, therefore, that whatever could go wrong with
complex software systems, would. This would be as a consequence of
unexpected use by end-users and various failures and causes externa to
the system. Hence the focus turned to how potential errors could be
reduced through the up-front identification, analysis, planning, tracking
and control, and the introduction of software risk management practices.
The risk management practices discussed by Boehm go a long way to
providing such a framework for risk management.
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A Holistic Approach to Softwar e Risk M anagement

Severa authors (Carr et al. 1993; Chittester and Haimes 1993; Higuera
and Haimes 1996; Williams et al. 1999) at the Software Engineering
Ingtitute (SEI) in Carnegie Mellon University, explored some key issues as
relating to the earliest risk management frameworks. Their primary
concern was that these frameworks were being viewed and used from a
single “planar” view or perspective. The SEI argued that the main
concerns with early risk management frameworks and associated practices
was that they did not take a “holistic” approach whereby consideration
was given to several different perspectives of software risk management.
They acknowledged that risk comes from several different sourcesand it is
only when risks are viewed from these diverse perspectives that a truly
comprehensive identification and analysis can be performed. Therefore,
the SEI went about producing a framework and risk management literature
which focussed on software risks from the following perspectives: process,
lifecycle and human (Chittester and Haimes 1993; Higuera and Haimes
1996; Williams et al. 1999).

The framework produced by the SEI has its foundations in practices
such as Software Risk Evaluation (SRE), Continuous Risk Management
(CRM) and Team Risk Management (TRM). TRM involves both the
customer and the supplier, whereby both have their own risk management
programmes but form a team together to manage project risks. This
concept is highly dependent on open communication between the parties
and consequently communication is seen as central to the risk management
strategy by the SEI. The SRE, as described by the SEl, is “a diagnostic
and decision-making tool that provides a robust, clear, and understandable
picture of the risks that may affect a project”. The SRE is based on what is
termed a “Risk Taxonomy” (Carr et al. 1993) type questionnaire/interview.
The “risk taxonomy” comprises a list of where risks originate; see Figure
2.1 — Taxonomy of Software Development Risks (Carr et al. 1993). This
isused in identifying and analysing the initial software project risks.
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Figure 2.1 — Taxonomy of Software Development Risks (Carr et al.

1993)
A. Product Engineering B. Development Enviranment  C. Program Constraints
1. Requirements 1. Development Process 1. Resources
a. Stability a. Formality a. Schedule
b. Completeness b. Suitability b. Staff
c. Clarity c. Process Centrol c. Budgst
d. Validity d. Familianty d. Facilities
e. Feasibility e. Product Control  Contract
f. Precedent . Development System a. Type of Contract
9. Scale a. Capacity b. Restrictions
2. Design b. Suitability c. Dependencies
a. Functionality c. Usability . Program Interfaces
b. Difficulty d. Familiarity a. Customer
c. Interfaces e. Reliability b. Associate
d. Performance f. System Support Contractors
e. Testability g. Deliverability c. Subcontractors
f. Hardware d. Prime Contractor

Constraints.

. Management Process

a. Planning e. Corporate
g. Non-Developmental ) o Management
Software b. Project Organization
f. Vendors
] c. Management -
3. Code and Unit Test Experience g. Politics
a. Feasbility d. Program Interfaces
b. Testin
¢ Co din;lmplement— . Management Methods
" ation a. Monitoring
. b. Personnel
4. Integration and Test Management

a. Environment
b. Product
c. System

5. Engineering Specialties

c. Quality Assurance

d. Configuration
Management

. Work Environment

a. Maintainability a. Quality Attitude
b. Reliability b. Cooperation

c. Safety c. Communication
d. Security d. Morale

e. Human Factors

f. Specifications

The SEI points out that risk management must be continuous, hence
the CRM part of the framework. Results are achieved over time, as new
risks are identified, existing risk mitigation plans are developed, and risks
are aso found to have dependencies. The SEI risk management framework
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is quite comprehensive and covers risk from several perspectives — it
therefore has many advantages over the traditional “planer” analysis.

Formal Methods— CMMI1® and SPICE™
CMMI® Overview and Softwar e Risk M anagement

As discussed earlier, the Department of Defence recognised a key risk in
software projects with respect to increased costs and quality issues. In the
early 1980's therefore they set about establishing the Software
Engineering Institute (SEl), located in Carnegie Mellon University,
Pennsylvania. The SEI (1991) immediately set about developing a formal
software process improvement (SPI) model for software engineering and
in August of 1991, it released the initial version of the Capability Maturity
Model for Software (SW-CMM). In 1997, development of the CMM
model stopped in preference for the more comprehensive Capability
Maturity Model Integration (CMMI). Version 1.1 of the CMMI® was
released in 2002 by the SEI CMMI Product Team (SEI 2002a; SEI 2002b)
with v1.2 following in August 2006 (SEl 2006). A key change in the
CMMI® for Development V1.2 (SEI 2006) is that one document describes
both the continuous and the staged models. In Version 1.1 the continuous
(SEl 2002a) and staged (SEl 2002b) representations are detailed in
separate documents.

The primary difference between the continuous and staged
representations of CMMI is as follows. In selecting the continuous
representation, an organisation may choose to focus on either single or
multiple-related process areas with the goal of improving capability within
these process areas. Different process areas may be progressed at different
rates (capability), thereby providing the organisation with maximum
flexibility to address these areas they see as critical. In implementing the
staged representation of CMMI, organisations must progress through the
model - one stage at atime and in a prescribed fashion. The process areas
within the model are associated with maturity levels. The organisation
may only progress to the next maturity level of the model once they have
demonstrated capability for all process areas within their current maturity
level. This method of progression through the model ensures that an
adequate foundation has been laid at each maturity stage before tackling
the more advanced process areas of the subsequent stages.

The CMMI® model comprises 22 key process areas. A process area as
defined by CMMI is “a cluster of related practices in an area that, when
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performed collectively, satisfy a set of goals considered important for
making significant improvement in that area’ (SEI 2006). A process area
typically comprises 1 to 4 specific goals. The specific goals are further
divided into practices that are specific to that process area. In addition, the
model contains generic goals and practices that are common across all of
the process areas. Within the continuous representation of the CMMI®
model capability levels are used to measure performance with respect to
both the specific and generic practices. The levels include: Level O -
Incomplete, Level 1 - Performed, Level 2 - Managed, Level 3 - Defined,
Level 4 — Quantitatively Managed and Level 5— Optimised.

One of the key process areas addressed by CMMI® is the area of Risk
Management (RSKM). Risk Management appears as a Project
Management process area at Maturity Level 3 of the staged representation
with these three specific goals:

e  SG 1 Preparefor Risk Management;
0 SP1.1-1 Determine Risk Sources and Categories;
0 SP1.2-1 Define Risk Parameters;
0 SP1.3-1 Establish a Risk Management Strategy;
e  SG2Identify and Analyse Risks;
0 SP2.1-1Identify Risks;
0 SP2.2-1Evauate, Categorise, and Prioritise Risks;
e SG 3 Mitigate Risks;
0 SP3.1-1 Develop Risk Mitigation Plans;
0 SP3.2-1 Implement Risk Mitigation Plans.

Each of the specific practices listed above is expanded into a number
of sub-practices in the CMMI® model. The specific goas (SG) and
specific practices (SP) described by the CMMI® are a common approach
to risk management, irrespective of the industry in question. However, it
is in the sub-practices of the SPs where differences may be required
depending on the industry and whether there are any specific regulations
governing that industry as discussed later in this chapter in the “Industry
Domain Specific Models” section.

SPICE Overview and Softwar e Risk M anagement

ISO/IEC 15504, also known as SPICE™ (Software Process |mprovement
and Capability Determination), is an international standard for software
process assessment. It was developed by the Joint Technica
Subcommittee between SO and IEC. This group was formed in 1993.
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SPICE™ is derived from the ISO/IEC 12207 (1995) standard and, because
it was developed after CMMI, it uses many of the ideas of CMMI.

SPICE™ is used in defining and assessing an organisation’s capability
in the areas of management and the definition of their process structures.
This model is therefore broken into both a process and capability
dimension. The key process categories include: customer-supplier,
engineering, supporting, management and organisation.  Similar to
CMMI®, the capability level for the process areas are broken into six
levels, 0 —5 asfollows: Level O - Incomplete process, Level 1 - Performed
process, Level 2 - Managed process, Level 3 - Established process, Level
4 - Predictable process and Level 5 - Optimised process.

Similar to CMMI®, risk management within SPICE™ (1SO/IEC 1988)
is contained within the management process area. The risk management is
spread across more than one process category however (Surie 2008) e.g.
the human dimension is covered in the human resource management
process area 3.2.3; continuous monitoring and performance is covered in
the quality management process area 3.1.3, while customer related risks
are dealt with in the customer supplier process area 1.1.

I ndustry Domain Specific Models

With the creation of formal SPI models such as CMMI® (SEI 2006) and
SPICE™ (ISO/IEC 1998a), researchers within regulated environments
such as the Space and Automotive industries began to investigate how
they could utilise these proven SPI Models to improve the practices within
their own industry domains.

The main problem with the existing models is that although they are
comprehensive in their own right, they do not address all of the regulatory
needs and constraints of their industries. Researchers therefore sought to
adopt the new practices within these models while also expanding on them
to account for regulatory requirements within their own domains. The
result of these various strands of research was the production of full SPI
models tailored specificaly for the Space domain (SPICE for SPACE)
(Cass et al. 2001) and the automobile domain - Automotive SPICE
(Automotive SIG 2005).

Figure 2.2 portrays the emergence of industry domain specific risk
management models commencing with the early research as carried out by
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Boehm (i.e. in the centre). As discussed, Boehm's research was improved
upon by the SEI’s holistic software risk management model which, wasin
turn, followed by the release of formal SPI models such as SPICE™ and
CMMI®. The following sub-sections discuss the emergence of the Space
and Automobile industry domain-specific models and highlight a similar
need for any medical device software risk management model.

Figure 2.2 — Overview of relevant risk management research and

literature areas

Domain Specific Models

Space Industry
SPICE for SPACE ($4S)
SPICE for SPACE-Risk (R4S)
(Cass, Volcker et a.)

Automotive Industry

Automotive SPICE
(Automotive SIG)

Medical Device
Industry

MediSPl | RMCM

/

1SO 15504
1SO 12207
ECSS-E40
ECSS-Q80

1SO 15504

Formal SPI Models
CMMI, SPICE (1SO 15504)

Perspectives
Risk Taxonomy
(SEI Carnegie Mellon)

General Principles
and Practices
(Boehm,
Brooks, Bell)

CMMI

1SO 12207
FDA Guidance
1SO 14971
AAMI SW68
GAMP 4/5
ANSI/AAMI/
IEC 62304

e Methodological - Processes

o Lifecycle - Specification, Contractor Selection, Design and Development, Systems Integration
e Human Dimension - Individual, Management, Team, Stakeholder
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Space Industry

In the space industry, Cass et al. (2001) recognised the need for a proven
method of assessing software suppliers in the regulated space industry.
Therefore they developed a new SPI model through the adoption of
existing standards 1SO 12207, 1SO 15504 (ISO/IEC 1995; ISO/IEC
1998a) and combined them with space regulation requirements as
published by the European Cooperation for Space Standardisation (ECSS),
ECSS-E40 and ECSS-Q80 ( 1999; ECSS 1996). The research led to a
considerable expansion of the existing 1SO 15504 model through the
introduction of four new processes including SUP 9: Safety and
Dependability, SUP 10: ISVV, CUS 5: Contract Maintenance, MAN 5:
Information Management (see Figure 2.3). Fifty base practices and sixty
new notes were also added.

Figure 2.3 - $4S process figure extracted from work by Cass et al
(2001). Processes added to the 1SO 15504 exemplar model are
depicted in grey.

Primary Life Cycle Processes Supporting Life Cycle Processes
CUS.1.1 Acquisition Preparation 1 ||CUS.2.2 Delivery 3 SUP1 Documentation 2
CUS.1.2 Supplier Selection 1|cus.3 Requirements Elicitation © SUP.2 Configuration Management 9
CUS.1.3 Supplier Monitering 2 |[CUS 4.1 Operational Use i - -
CUS.1.4 Customer Acceptance O (lCUS 4.2 Customer Support 0 SUP.3 Quality Assurance 9
CUS.2.1 Supply Preparation  0||CUS.5 Contract Maintenance 1 SUP.4 Verification 3
SUPRS Validation 1
EMG.1.1 System Requirements Analysis and Design 1 -
g SUP6 Joint R 2
ENG.1.2 Software Requirements Analysis 10 nm. eview
ENG.1.3 Software Design 8 SUP.7 Audit 0
ENG.1.4 Software Construction ] SUP& Problem Resolution 3
EMNG.1.5 Software Integration 3] SUPg Safety and Dependability 2
ENG.1.6 Software Testing 5
SUP10 ISVV 0
ENG.1.7 System Integration and Testing 1
EMNG.2 System and Software Maintenance 2
Organisational Life Gycle Processes ORG.1 Organisational Alignment 0
MAN.1 Management 0 ORG.2.1 Process Establishment 1
- ORG.2.2 Process Assessment 0
MAN.2 Project Management 12 ORG.2:3 Pracess Improvement 0
MAN.2 Quality Management ! ORG.3 Human Resource Management ]
MAMN.4 Risk Managament 9 ORG 4 Infrastructure 2
MARN.5 Information Management 1 ORG.5 Measurement 1
ORG.6 Reuse 0

Using the newly-derived SPICE for Space capability model, space
software companies could determine the gap between target and measured
capability and derive a direct list of corrective actions for their processes.
The research was then extended to focus specifically on risk management
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(Volcker et al. 2002). Unlike the medical device sector where risk
management focuses on user and patient safety, the space risk
management model known as Risk for Space (R4S), focused on
quantifying the risks associated with the gaps between target capability as
defined by 1SO 15504 and assessed capability. The output was a risk-
analysis that helps software suppliers select the necessary and minimum
process improvements required to meet the organisation’s constraints. The
authors describe the process as complementary to an organisation’s
existing risk analysis within software development and it is this
researcher’s opinion that the described model could in fact be extended
and implemented in other industries where formal SPI models have been
defined.
Automotive I ndustry

In Automotive SPICE, risk management is included as a process area, i.e.
MAN.5 Risk Management. The process comprises seven base practices
which are fundamental risk management practices, as shown below in
Table2.2.

Table 2.2 —-MAN.5 Risk Management from Automotive SPICE

Base Practice Description

MAN.5.BP1 Establish risk management scope
MAN.5.BP2 Define risk management strategies
MAN.5.BP3 Identify risks

MAN.5.BP4 Analyserisks

MAN.5.BP5 Define risk treatment actions
MAN.5.BP6 Monitor risks

MAN.5.BP7 Take corrective actions

It is obvious from the list of base practices that the focus here is on the
core practices of software risk management. As discussed earlier in this
chapter, these practices are common across the majority of software risk
management models. It is in the detail of these practices i.e. the sub
practices, that the critical differences lie and where one industry model
distinguishes itself from another. The safety related practices within the
Automotive SPICE process area are not comprehensive enough to satisfy
all medical device regulations.

Take for example the base practice above i.e. MAN.5.BP2 — “Define
risk management strategies’. Table 2.3 shows a list of sub practices for
this base practice as defined in Automotive SPICE. The sub-practices
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were described in narrative form as opposed to being broken down into
bulleted or numbered items and have been extracted and tabulated below
for clarification purposes. The table also shows how each sub-practice is
also addressed by the medical device regulations and standards.

Table 2.3 — Sub-practices of MAN.5.BP2 —

strategies

Define risk management

Automotive SPICE Sub Practice

Sour ce of corresponding
medical device practice

Define appropriate strategies to identify risk

1SO 14971

Define appropriate strategies to mitigate risk

1SO 14971

Set acceptability levels for each risk or set
of risks at a project and organisational level

1SO 14971

The next table, Table 2.4, shows additional sub-practices extracted
from the medical device regulations and standards, ones which are not

wholly addressed by the MAN.5.BP2 —
strategies’ practice in Automotive SPICE.

“Define risk management

Table 2.4 —Medical Device sub-practices not wholly covered by
MAN.5.BP2 — Definerisk management strategies

# | Sub Practice Sour ce of
corresponding medical
device practice

1 | Determine the scope of the risk management | 1SO 14971

strategy. Include those lifecycle phases for
which the strategy is applicable

2 | Include averification plan as part of the SO 14971

strategy

3 | Outlinethe allocation of responsibilities 1SO 14971

4 | Outline the requirements for reviewing the SO 14971

risk management activities

5 | Therisk management strategy should IEC 62304

include OTS software

6 | Post-production queries and bugs be should | 1SO 14971 and CDRH

analysed Guidelines
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In the table above:

1.

Determining the scope of the risk management is addressed by
Automotive SPICE in MAN.5.BP1:Establish risk management
scope, however, it does not go so far as to request the inclusion of
the lifecycle phases to which the strategy is applicable;

A verification plan is required by the medical device regulations
to ensure a pre-defined plan isin place for the verification of risk
mitigations. The verification plan is not mentioned as a specific
output work product of Automotive SPICE;

For medical device companies, the strategy itself must outline
who is responsible for the various risk management tasks. The
purpose of this is to provide documented traceability to the
person who performed the associated task. This, in turn, must be
traceable back to atraining log which shows the person has been
trained on the specific risk management task. If the person
performing a risk management activity is not trained in that area,
this in itself can pose a risk in that the activity may not be
properly performed. This specific requirement is not addressed by
Automotive SPICE;

The requirements for reviewing the risk management activities
themselves must become part of the medical device company’s
strategy. If there are issues with or within the risk-management
activities themselves then the whole software risk management
process could potentially fail;

There is no specific mention of examining OTS software as
potential sources of risk in the Automotive SPICE risk strategy.
The reason for its inclusion in the medical device practices is
because a failure in an OTS component can produce an
unexpected condition or failure in the medical device software
with which it isintegrating;

Automotive SPICE does not state that post-production queries
and bugs should be analysed. Thisis an important part of the risk
management strategy. An analysis of post-production issues and
bugs can produce information on unexpected uses of the
software, unforeseen environmental conditions in which the
software was used and other risk areas that may have been missed
during the design and development lifecycle.

As illustrated, the medical device industry introduces new sub-

practices and elaborations on existing sub-practices within the risk
management process area. The formalities of the medical device software
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regulations introduce a new complexity and the need for a specific medical
device model which completely addresses these requirements in a detailed
manner.

Medical Device Industry

An industry specific SPI risk management model has not previously been
developed for the medical device industry, i.e. - one which considers both
formal SPI methods and the regulatory requirements. Research is
currently underway to define an SPI model for the medica device
industry, covering those process areas that are key to medical device
software (McCaffery et al. 2005). The research presented in this volume
is an integral part of this wider research area, focussing specifically on
software risk and it is therefore key in providing a new SPI risk
management model for medical device companies.

The research presented in this volume uses CMMI® (as opposed to
SPICE™) as its foundation model for the development of a new SPI risk
management model. The main reason for this is that research by others
has shown risk management in CMMI® to be more comprehensive than
risk management in 1SO 15504 (Surie 2008). CMMI® has aso been
shown to satisfy the risk management models discussed by Boehm and the
SEI (Surie 2008). Some ancillary reasons for choosing CMMI® include
the fact that the ISO/IEC 15504 is not available as a free download but
must be purchased from the 1SO whereas the CMM and CMMI are
available as free downloads from the SEI website (SEI 2006); The CMMI
was sponsored by the US Department of Defence and is therefore the
preferred model for US corporations - due to its American roots. Basing
the medical device SPI risk management model on the CMMI should
therefore favour Food and Drug Administration (FDA) regulated
companies;, The CMM was created before SPICE™ and had reached
critical 'market’ mass before | SO 15504 became available.

Medical Device Industry
Introduction

This section discusses software engineering within the medical device
industry and associated risk management practices. The reviewed
literature has contributed to an understanding of how medical device
regulations have evolved to the present day, what medica device
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companies must do to satisfy the regulations and which practices are key
to producing safer and more efficient software, culminating in the creation
of the risk management software process improvement model.

Medical device companies are responsible for ensuring that they take
adequate precautions to produce safe and efficient software, software that
does not pose a severe hazard should a software-related failure occur i.e.
ensure that the software is not a potential source of harm to the operator,
subject, bystander or the local environment. One important issue facing
medical device companies producing software is that it is not always
feasible to test all paths of execution through a software application.
Therefore, the testing process cannot be relied upon as the only indicator
of software quality (Lee et al. 2006). A simple change in a software
component can cause un-foreseen problems in other components within
the system, problems which can go undetected unless a robust software
design and implementation process exists. The safety of medical device
software is dependant on a reliable and solid software process (Eagles
2001) with risk management a core practice for the production of safe and
efficient software.

In recent years, the medical device industry has emerged as one of the
fastest-growing industries in the world. In 2000, it was estimated that
there were over 1.5 million different types of medical device on the
market, representing a total value of over €114 billion. These figuresfrom
the World Health Organisation which incorporate medical devices
containing software - were expected to be in the region of approximately
€205 hillion in 2006 (WHO 2003). When one considers the importance of
medical devices in providing critical patient care and the potential for
software failures within associated medical device software, it isinevitable
that “ accidents” relating to medical devices can and do happen.

Regulatory Bodies and Quality System Regulations

Software quality may be defined and measured in many ways. For
medical device companies, one way to define and measure software
quality is in terms of the risk of software-containing devices exposing
patients, operators, bystanders, service personnel or the environment to
hazards. Although medical devices and associated software are developed
to increase the well-being of patients, the medical device industry and the
governments are faced with challenges. Medica device software may
potentially fail to perform an intended function.  There is aso the



