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PRAISE

“In their ground-breaking book Getting to Yes, Roger Fisher and
William Ury noted that “conflict is a growth industry.” That was in 1981,
and Fisher and Ury’s hope was that conflict resolution would also become
a growth industry. As the use of alternative dispute resolution (ADR) grew
in the 1980s, Fisher and Ury could rightly have been very pleased that much
progress had been made toward the outcome they sought.

What Fisher and Ury could not have anticipated was that growing use of
new technologies would generate an even greater “growth industry” of
disputes. In recent decades, companies like eBay and Alibaba have handled
many millions of disputes and many thousands of disagreements involving
domain names have been resolved through an online arbitration process. We
have a much larger growth industry of disputes than in the 1980s because
the new technologies have made possible huge numbers of transactions and
relationships. It has been estimated that three to four percent of ecommerce
transactions and relationships generate disputes, and this has translated into
an unprecedented “growth industry” of disputes.

This book by Dr. Thab Amro recognizes the need to adapt dispute
resolution to a new environment in which constraints of space and time are
lifted as cross-border transactions and instant communication become
commonplace. It expands our understanding of the role that online
arbitration and Online Dispute Resolution can play in resolving disputes that
are large in number and that cannot be managed in a face to face setting.
The challenge, as Dr Amro recognizes, is to refashion the tools that generate
disputes into tools that can be employed to resolve disputes. He recognizes
that arbitration is a process in which information is both communicated and
processed, and that communicating and processing information are also
basic qualities of computers. How informational practices that were initially
developed in a physical environment can be translated into a digital
environment is both challenging and important. There is much to be learned
about this in this volume.

The book covers a lot of territory and will be of use to lawyers,
arbitrators, the business community and others. In general, arbitration is a
formal process and awards can be enforced only if various requirements are
met. Dr Amro looks carefully at rules that need to change and new rules that
need to be developed. He describes, in detail, the many successful and



Xiv Praise

unsuccessful efforts in recent years to build a new infrastructure of rules and
institutions for arbitration. As “smart contracts” join traditional contracts
and as artificial intelligence is employed to manage enforcement and other
processes, Dr Amro’s book will continue to be an important resource.”

Ethan Katsh
Professor Emeritus of Legal Studies, University of Massachusetts;
Director, National Center for Technology and Dispute Resolution
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INTRODUCTORY NOTE

This book, which deals with online arbitration in theory and in practice,
is based on post-doctoral research conducted at the Max Planck Institute for
Comparative and International Private Law in Hamburg, the Legal Studies
Department of Central European University in Budapest, and the United
Nations Commission on International Trade Law (“UNCITRAL”)
respectively.

Nowadays, technology as part of globalisation and the knowledge
economy, plays a very important role in the global economy, including the
digital economy. The Internet has become a manifold resource for most
people around the world, including academics, researchers, students,
consumers, traders, and companies.

In cross-border commercial transactions, the Internet is a major tool
(means) for both consumers and businesses, as businesses can use the
Internet for marketing and selling their products, while consumers can shop
and buy low-cost products online. The Internet has stimulated small,
medium and large companies to contribute to free cross-border trade, and
also to secure places in global markets, including online ‘digital’ markets.
Apart from that, the Internet helps parties, either businesses or consumers,
settle any dispute that may arise out of or in connection with their
commercial transactions online.

Because of the increasing importance of information technology in the
global economy over the last two decades generally and the Internet in
particular, a hybrid system that consists of alternative dispute resolution
techniques (“ADR”) and information technology has been created, known
as, online dispute resolution (“ODR”), which relates directly to online
markets. ODR, which is also known as Internet Justice, is the most effective
and flexible method for solving e-commerce disputes, including those
pertaining to the consumer as the weaker party. The ODR system, which
includes e-negotiation, e-mediation and e-arbitration techniques, goes a step
farther than the ADR system. ODR is mainly used in the resolution of cross-
border electronic commerce disputes. However, ODR techniques can also
be used in the resolution of traditional cross-border commercial disputes, if
the parties agree in their contract to settle any dispute that may arise through
one of the ODR techniques, particularly online arbitration.
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Online Arbitration, also known as e-arbitration, is a major component of
ODR in which parties can also avail themselves of the provisions of
international commercial arbitration such as the UNCITRAL Model Law
on International Commercial Arbitration of 1985 as Amended in 2006, and
the New York Convention on the Recognition and Enforcement of Foreign
Arbitral Awards of 1958 (“The NYC”), because no specific rules regulating
online arbitration have been promulgated yet. Parties may, of course, rely
on the UNCITRAL Model Law on Electronic Commerce of 1996, the
UNCITRAL Model Law on Electronic Signatures of 2001, and the
UNIDROIT Principles on International Commercial Contracts of 2010 as
Amended in 2016. In e-arbitration, arbitrators conduct the process by e-mail
exchanges and video-conferencing. They rely on documentary evidence to
be sent via electronic means (e-documents). In this kind of arbitration,
arbitrators may or may not find e-hearing to be conducive.

The topic of this book is very important and relevant to the future of
online dispute resolution for solving both traditional and e-commerce
disputes, including Business to Business (“B2B”) and Business to
Consumer (“B2C”) disputes. It also has numerous benefits for those
involved in dispute settlement, either academics or practitioners such as
negotiators, mediators, arbitrators, practicing lawyers, legal practitioners
advising international trading companies, and corporate counsels. Apart
from that, it has benefits for business people or professionals involved in
international trade and dispute resolution in both common law and civil law
countries who wish to increase their understanding of ODR techniques in
general and of online arbitration in particular. Therefore, the topic of this
book is one of the heated topics amongst business people and their legal
counsels.

In the theory of law, this book has theoretical importance because it
deals with salient issues of online arbitration as an ODR technique for
solving both traditional and e-commerce disputes that may arise out of the
breach of contractual obligations in international commercial contracts,
especially e-commerce contracts. These theoretical issues, which have a
great impact on the efficacy of e-arbitration include, inter alia, the
international legal framework that regulates e-commerce and its impact on
electronic contracting such as model laws and international conventions,
including the UN Convention on the Use of Electronic Communications in
International Contracts of 2005 (“The ECC”), known as the UN Convention
on E-Contracting, and the UN Convention on Contracts for the International
Sale of Goods of 1980 (“The CISG”).

This book also examines whether national laws in both common law and
civil law countries deal with issues pertaining to e-contracting, including e-
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arbitration agreements, liberally. It also examines to what extent national
laws adopt, and national courts apply, model laws and international
conventions regulating electronic commerce in their own jurisdictions,
including the Model Law on Electronic Commerce, the Model Law on
Electronic Signatures, and the UN Convention on E-Contracting. In
addition, this book addresses the question of whether the New York
Convention applies to the enforcement of e-arbitration agreements and e-
arbitral awards. Moreover, the book examines the possibility for the
resolution of consumer disputes through online arbitration, comparing
relevant U.S. laws and European legislations.

In the practice of law, this book has practical importance, because it
examines first-hand how national courts in both common law and civil law
countries deal with disputes pertaining to e-commerce transactions, and
whether courts apply the provisions of national law strictly, especially in the
case of B2C disputes. It also examines how national courts apply both
national laws and The NYC when dealing with the enforcement of e-
arbitration agreements and e-arbitral awards, and whether courts apply the
provisions of national laws of arbitration liberally, and if more procedures
are required for such enforcement. That is, it examines whether national
courts will recognise and enforce e-arbitral awards and e-arbitration
agreements in the same manner and to the same effect as traditional arbitral
awards. As such, this book encourages the adoption of a more liberal
judicial regime in favour of the enforcement of e-arbitral awards and e-
arbitration agreements. Apart from that, it provides an in-depth analysis of
how national courts in the European Union, in comparison to U.S. courts,
deal with disputes resulting from e-commerce transactions in light of the
pertinent directives and regulations, especially those disputes involving the
consumer as the weaker party vis-a-vis the trader.

The main reason for studying this topic relates to the importance of e-
arbitration as an emerging technique for solving international commercial
disputes between private contractual parties. Furthermore, this topic
involves the applicability of The NYC to the enforcement of e-arbitral
awards and e-arbitration agreements, and the differences that may appear in
its application in national courts of both common law and civil law
countries. An additional reason for studying this topic is the need for more
contributions on ODR techniques generally, and on e-arbitration
particularly, for those academics and practitioners around the world who are
interested in this specific domain. The final reason for studying this topic is
that the book will constitute an important source for those involved in
international trade who are willing to solve their disputes through e-
arbitration, so that they can reinforce their knowledge of the fundamentals
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of international commercial law and know the best ways and practices for
solving their disputes through an e-arbitration system.

Overall, this book has an added value for the reader because it raises
many issues involving online arbitration as an alternative regime for the
resolution of both traditional and e-commerce disputes. The primary
audience includes law professors from common law and civil law countries,
practitioners at international law institutions and at international arbitration
institutions, domestic and international arbitrators, academics, researchers
and students from all over the world, as well as professionals involved in
the resolution of both electronic commerce and traditional commerce
disputes. The secondary intended audience includes readers of other areas
of law, as well as any other readers interested in this specific domain.

In a thorough review of the previous studies on the topic of this book, I
have found that most previous studies have dealt with this topic as a part of
ODR techniques, but not in an independent study focusing on the resolution
of international commercial disputes through e-arbitration. Apart from that,
these studies have dealt with this topic by focusing mainly on technical
rather than legal issues, while this book deals mainly with legal issues and
only partially with technical issues for the correctness, accuracy, simplicity
and completeness of the entire work. Moreover, this book deals deeply and
extensively with e-arbitration in both common law and civil law countries,
adopting a different approach, which considers the importance of providing
a new analysis of online arbitration, including the enforcement of e-arbitral
awards, and e-arbitration agreements in national courts. For that reason, the
reader, whether a practitioner in the field of international trade law or not,
will find both theoretical and practical benefits in this new domain herein.

This book has a substantive scope: it deals only with online arbitration
and excludes other techniques of ODR, such e-negotiation and e-mediation.
Apart from that, the book focuses on international commercial transactions
and excludes domestic commercial transactions. In addition, it primarily
focuses on disputes arising out of the breach of contractual obligations
between private parties, and excludes disputes arising out of the breach of
non-contractual obligations between private parties such as copyright
disputes and antitrust/competition law disputes.

The book also has a territorial scope: it deals with online arbitration in
both common law and civil law countries, including, but not limited to, the
United States, the United Kingdom, Germany, France, Switzerland, Greece,
The Russian Federation, Brazil, and China. That is, it focuses on the
interplay between common law and civil law systems in online dispute
resolution practice, harmony versus clash.

The book depends on the following methods of research:
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1. Descriptive (informative) study: this book reflects the descriptive
method of research through dealing theoretically with the
fundamentals of e-commerce, e-arbitration, the international
conventions relating to e-commerce, and with the liberalization of
national laws of arbitration in both common law and civil law
countries.

2. Case study: through a case-by-case analysis using cases from both
common law and civil law countries, this book covers many practical
issues relating to e-arbitration. These cases focus, inter alia, on the
application of national laws of consumer protection in both common
law and civil law countries, as well as on the application of both
national laws of arbitration and The NYC in national courts,
especially in those cases pertaining to the enforcement of e-
arbitration agreements. Moreover, these cases focus on the
application of the international legal instruments regulating e-
commerce and e-contracting, including the Model Law on E-
Commerce, the ECC, and the CISG. In addition, these cases concern
the application of consumer protection policy inside the European
Union by the European Union judicial bodies, namely, the Court of
Justice (“CJEU).

3. Comparative study: this book compares national acts of arbitration
and of electronic commerce in common law countries to those in
civil law countries. It also compares courts’ decisions that relate to
e-arbitration and e-commerce in common law countries to those in
civil law countries.

4. Analytical study: this kind of study depends on substance and
procedure more than on formality. Therefore, this research mainly
focuses on the substantive and the procedural issues of online
arbitration.

The book consists of five chapters. The first chapter deals with cross-
border electronic commerce transactions from both theoretical and practical
perspectives, focusing on the differences between e-commerce and
traditional commerce on the one hand, and between e-commerce and
distance selling on the other hand. It also compares electronic commerce
contracts to traditional commercial contracts, while also highlighting the
legal problems arising out of the use of electronic commerce in international
contracting. This chapter also deals with the payment systems facilitating
electronic commerce transactions.

The second chapter deals with the cross-border legal framework
regulating international e-commerce transactions and its direct impact on
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electronic contracting, that is, the international legal instruments regulating
cross-border e-commerce such as the Model Law on Electronic Commerce
of 1996, the Model Law on Electronic Signatures of 2001, the UN
Convention on E-Contracting of 2005, the UN Convention on Contracts for
the International Sale of Goods of 1980, the UNIDROIT Principles of
International Commercial Contracts of 2010 as Amended in 2016, and the
OECD Guidelines for Consumer Protection in the Context of Electronic
Commerce of 1999.

The third chapter concerns the use of online arbitration in the resolution
of international commercial disputes. It provides in-depth analysis of the
use of e-arbitration as part of an ODR approach in the resolution of
international commercial disputes that may arise between contracting
parties, focusing on salient issues relating to the use of e-arbitration in
practice, including the formation and validity of e-arbitration agreements,
the designation of the place of e-arbitration, the e-arbitral process, the
applicability of the principle of due process in e-arbitration, and the
rendition of an e-award.

The fourth chapter highlights the enforcement of online arbitral awards
and online arbitration agreements in national courts. It deals deeply and
extensively with the mechanisms for the review of e-arbitral awards and e-
arbitration agreements by national courts, the enforcement of cross-border
e-arbitral awards and e-arbitration agreements under The NYC, and the
obstacles that may hinder the enforcement of e-arbitral awards in national
courts. This chapter provides practical solutions to these obstacles to avoid
the refusal of the enforcement of both e-arbitration agreements and e-
arbitral awards in national courts of both common law and civil law
countries.

The fifth chapter concerns the use of online arbitration for the resolution
of consumer disputes. It examines practical issues involving consumer
transactions in both common law and civil law jurisdictions. These issues
include the legality and validity of arbitration clauses in consumer contracts,
as well as the possibility for the application of the Rome I Regulation on the
Law Applicable to Contractual Obligations to B2C e-commerce contracts,
and to e-arbitration. This chapter also provides an analysis of judicial
practices for the resolution of disputes that may arise between consumers
and traders in both common law and civil law countries.

The book concludes with notes that include findings regarding the main
ideas of the topic and recommendations that encompass mechanisms,
policies, and strategies for facing the new challenges of online arbitration,
that is, provisions that might be considered in the future for improving the
legal framework of online arbitration, either at the international level or at
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the national level, including potential amendment of The NYC and national
laws of arbitration, de lege ferenda as opposed to de lege lata, for facing the
challenges of emerging new technologies in the field of international
commercial arbitration in light of growing cross-border digital economy
transactions.

It is the author's hope that those who are involved in or interested in
ODR will find this book to be a useful, understandable, and complete guide
to the theory and practice of online arbitration in international commercial
disputes.
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CHAPTER ONE"

CROSS-BORDER ELECTRONIC COMMERCE
TRANSACTIONS IN THEORY AND IN PRACTICE'

A. Introduction

The use of the Internet has become one of the main features of
international commercial transactions. Electronic commerce, also known
as (“e-commerce” or “e-business”) combines both technology and
commerce. E-commerce is one of the main attributes of the knowledge
economy, as well as one of the main applications of information and
communication technologies (“ICTs”). Additionally, e-commerce is an
integral part of the digital economy,? which is based on both e-commerce
and ICTs. For example, e-commerce includes: advertising and selling
products online, i.e., a commercial transaction is concluded and
performed, in most cases, over the Internet. These kinds of transactions are
called “e-commerce transactions” and include Business to Business
(“B2B”) and Business to Consumer (“B2C”) transactions.

The world has evolved in the last three decades towards using e-
commerce instead of traditional commerce. E-commerce helps parties
from different countries to agree via the Internet on their commercial

* This chapter has been published with the permission of Cambridge Scholars
Publishing in VINDOBONA Journal of International Commercial Law and
Arbitration, (2016) 20 VI (1).

! This chapter mainly focuses on electronic commerce from a legal perspective. It
partially highlights electronic commerce from both managerial and technological
perspectives. For more information on electronic commerce from managerial and
technological perspectives see Efraim Turban, David King, and Jae K. Lee,
Electronic Commerce 2004: A Managerial Perspective, 3 edition, New Jersey,
Pearson Education, Inc., 2004.

2 On the digital economy and the impact of the digital technologies on changing
the economy see: Information Economy Report 2017: Digitalisation, Trade and
Development, United Nations Conference on Trade and Development (United
Nations, UNCTAD/IER/2017/Corr/1).
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transaction, especially through online markets (‘“e-markets”) such as eBay?
where traders, individuals, companies, sellers, brokers or buyers can
communicate and transact online.

Traders, therefore, must have online shops (“e-shops™ or “e-stores”)
where they can advertise, sell and distribute their products to consumers.
The payment of a transaction is possible and admissible via e-payment
systems, including credit, debit, or pre-paid cards which can be either real
or virtual, as we will see later.

In this context, e-commerce transactions, which include all kinds of
transactions such as advertising, sale and distribution of services and

3 For example, eBay is deemed as “information society service” in accordance with
EU’s Electronic Commerce Directive of 2000. This term ‘information society
service’ is defined as “any service normally provided for remuneration at a
distance, by means of electronic equipment for the processing (including digital
compression) and storage of data, at the individual request of a recipient of the
service”, available at: <http://www.ebay.com>. In practice, in L'Oréal SA v eBay
International AG (Case C-324/09 of 12 July 2011), L'Oréal commenced litigation
against eBay (UK) and sellers on eBay for selling L'Oréal products without
L'Oréal's consent. One question considered by the court concerned eBay's potential
liability. The UK High Court accepted that eBay is the operator of an online
marketplace, an information society service. The UK High Court in 2009 asked the
Court of Justice of the European Union (“CJEU”) to provide a preliminary ruling
on several questions that relate to the above case. The CJEU concluded, inter alia,
that: “The third sentence of Article 11 of Directive 2004/48/EC of the European
Parliament and of the Council of 29 April 2004 on the enforcement of intellectual
property rights must be interpreted as requiring the Member States to ensure that
the national courts with jurisdiction in relation to the protection of intellectual
property rights are able to order the operator of an online marketplace to take
measures which contribute, not only to bringing to an end infringements of those
rights by users of that marketplace, but also to preventing further infringements of
that kind. Those injunctions must be effective, proportionate, and dissuasive and
must not create barriers to legitimate trade”. The CJEU decision is available at:
<http://curia.europa.eu/juris/document/document.jsf?docid=107261&doclang=en>.
(Accessed 04.05.2018). Also, in Google France SARL and Google Inc. v. Louis
Vuitton Malletier SA and others (Joined Cases C-236/08 to C-238/08 of 23 March
2010), the Court of Cassation of France asked the CJEU whether Google Search
fell within the definition of an “information society service”. In its ruling, the
CJEU concluded, inter alia, that: “an internet referencing service constitutes an
information society service consisting in the storage of information supplied by the
advertiser”. The CJEU also held that: “For a service to fall within the definition of
an information society service there must be evidence that that service features all
of the elements of that definition”. On this decision see:
<http://eurlex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:62008CJ0236:E
N:PDF>. (Accessed 04.05.2018).
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products via the Internet,* relate to technology, i.e., e-commerce includes
all forms of commercial transactions involving both companies and
individuals that are based upon the processing and transmission of
digitalised data. E-commerce may also include some free services that
companies, or banks provide for clients, including online banking services
provided by banks to clients, also known as “Internet banking” or “e-
banking”.

Through this e- banking service, clients can have an online bank
account where they can:

- Perform some transactions such as transfer money online, either
domestically or internationally through foreign currency transfer.

- Make payment through cheques online.

- Purchase products online using their bankcards.

- Top-up their prepaid mobile telephone balance.

- Access and modify the purchasing limits and ATM cash
withdrawal limits for their bankcards.

- Pay specified utility bills online using simplified transfer from their
accounts.

- Pay varying-amount monthly bills through online banking service,
i.e., clients can authorise their service providers such as their
mobile phone service provider to collect the amount from their
accounts when payment is due, and for this purpose, they instruct
the bank to permit the service provider to do so.

The number of e-commerce transactions has increased over the last three
decades in most developed countries, as well as in some developing
countries. This is because of the growth of the use of the Internet and other
means of technology in commercial transactions.

B. Electronic Commerce Contracts in Comparison
to Traditional Commercial Contracts

The formation of a traditional commercial contract is based on an offer
made by one of the parties and an acceptance by the other party. Likewise,
an electronic commercial contract has the same legal requirements
applicable to a traditional commercial contract, including formation of a
contract, obligations of parties to a contract, and termination of a contract.
In an e-commerce contract, however, the form requirement is unimportant

4 Examples of products distributed electronically: electronic books and music.
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if the electronic document sufficiently defines and sets up clear signs
which can be read in the future,’ provided that the manner in which the e-
document was generated, stored or communicated is reliable, as we will
see below in detail.

Moreover, e-commerce contracts differ from traditional commercial
contracts in other aspects, including time and place of conclusion of an e-
contract, proof of an e-contract and of an e-signature, means of payment
relating to an e-contract, and the applicable law and jurisdiction of e-
contracts.

In e-commerce contracts, parties may agree when they conclude their
contract to settle any future e-commerce dispute by arbitration.
Alternatively, they may agree to settle their dispute by e-arbitration after
concluding their e-commerce contract because of their exchange of letters
or telecommunications, including e-mail communications.

E-commerce contracts encompass, inter alia, B2B e-commerce
contracts, B2C e-commerce contracts, consumer to business (“C2B”) e-
commerce contracts, consumer to consumer (“C2C”) e-commerce
contracts, government to consumer (“G2C”) e-commerce contracts, and
government to business (“G2B”) e-commerce contracts.’

Finally, e-commerce contracts differ from smart contracts, which are
defined as follows: “smart contracts are software codes that embed the
terms and conditions of a contract and that run on a network leading to a
partial or fullly] automated self-execution and self-enforcement of the
contract”.® Smart contracts are also defined as “a set of promises, specified

5 Van Cutsem, Jean-Pierre, Viggria, Arnaud, and Giith, Oliver, E-Commerce in the
World —Aspects of Comparative Law—, Bruxelles, Bruylant, 2003, at p. 95

6 See Amro, lhab, “The Use of Online Arbitration in the Resolution of
International Commercial Disputes”, Vindobona Journal of International
Commercial Law and Arbitration, (2014) 18 VJ (2), at p. 129.

7 See Schulze, Christian, “Electronic Commerce and Civil Jurisdiction, with
Special Reference to Consumer Contracts”, South African Mercantile Journal,
Volume 18(1), 2006, at p. 32. On some of these kinds of e-commerce contracts see
also, Edwards, Lilian and Wilson, Caroline, “Redress and Alternative Dispute
Resolution in EU Cross-Border E-Commerce Transactions”, International Review
of Law, Computers & Technology, Volume 21 (3), 2007, at pp. 315-333.

8 Hourani, Sara, “Cross-Border Smart Contracts: Boosting International Digital
Trade through Trust and Adequate Remedies”, ‘Modernizing International Trade
Law to Support Innovation and Sustainable Development’, Proceedings of the
Congress of the United Nations Commission on International Trade Law, Vienna —
4-6 July 2017, Volume 4: Papers presented at the Congress, available at:
<http://www.uncitral.org/pdf/english/congress/17-06783_ebook.pdf>, at pp. 118-
119. (Accessed 04.05.2018).



